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Passive Attacks Active Attacks
Eavesdropping Iraffic Masquerade Replay Messape Denial-of-
Analvsis Modification Service
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Characteristic Description

Direct Sequence Spread Spectrum (DSSS), Frequency Hopping
Spread Spectrum (FHSS), infrared (IR)

Frequency Band 2.4GHz (I5SM band) and 5GHz

1Mbps, 2Mbps, 5.5Mbps, 11Mbps (11b), 54Mbps (11a), 54Mbps
(11g)

RC4-based stream encryption algonthm for confidentiality,
authentication, and integrity. Limited key managemeant.

Physical Layer

Data Rates

Data and network security

Operating Range About 150 feet indoors and 1500 feet outdoors
Throughput Up to 11Mbps (54Mbps planned)
Ethernet speeds without wires; many different products from many
Positive Aspects different companies. Wireless client cards and access point costs
are decreasing.

Poor security in native mode; throeghput decrease with distance

Negative Aspects and load
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* Healthcare and Hospital
Application * University Campus
= Small Office * Business
* Home * Rotail Mall
= Other campus use

In-building
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Security Issue [ Vulnerability | Remarks
1. Security features in vendor Security features, albeit poor Iin some cases, are not enabled
products are frequently not when shipped, and users do not enable when installed. Bad
enabled. security is generally better than no security
2. Vs are short (or static). 24-bit IVs cause the generated key stream to repeat. Repetition
allows easy decryption of data for a moderately sophisticated
adversary
3. Cryptographic keys are short. 40-bit keys are inadequate for any system. It is generally

accepted that key sizes should be greater than 80 bits in length.
The longer the key, the less likely a comprise is possible from a
brute-force attack

4. Cryptographic keys are shared. Keys that are shared can compromise a system. A fundamental
tenant of cryptography is that the security of a system is largely
dependent on the secrecy of the keys

5. Cryptographic keys cannot be Cryptographic keys should be changed often to prevent brute-
updated automatically and force attacks
frequently.
6. RC4 has a weak key schedule The combination of revealing 24 key bits in the IV and a
e o ¥ T ¥
WEP. an efficient attack that recovers the key. Most other applications

of RC4 do not expose the weaknesses of RC4 because they do
not reveal key bits and do not restart the key schedule for every
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