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IVCH+ 30 ol 4ol g gl gd

(e gl b g el 10U a0 0l 5, o o 4 Sie_asm L aS gdS Silakas 5l eslizul LCH+ s
Sy 5 s ) WO ¥ (P M d S d

DWORD Function (DWORD dwValue)
{

asm

{
mov eax, dwValue
add eax, 100
mov dwValue, eax

}

return dwValue;

}

e 01,55 A8 o adam Do asm acakas ¢S 3 ab S 1,5 1y el 58S ml (o5ldins L Loy o

Laests 055530 sl madd U 5 ol Laosls JLasImoV 281 sl 587 o8 aly o sl 0T Caliee (glacoons
Ll S sl ol 503553 (6395 GlesS Tty Ve sde g g US 5,8 oo ) 5 eslizul 5 40

if..else (s 8 LS 5550 531y 5 e Lol s JSCiio _aSM (glankss Js1s US™ 51l 87 Lot i 28 50 bt &

1y S 5o

DWORD Function2 (DWORD dwValuel, DWORD dwValue?2)

{
DWORD dwValue3 = 0;

#1if 0
// this is the Assembler
if (dwValuel == dwValue2)
dwValue3 = 1;
else
dwValue3 = 2;
#endif
asm

{
mov eax, dwValuel
; this is the test of the values, i.e. if dwValuel == dwValue2
cmp eax, dwValueZ2
; jJump to 'Else' if they are not equal
jne Else
mov eax, 1
Jmp EndIf

Else:
mov eax, 2

EndIf:
mov dwValue3, eax

}

return dwValue3;
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if..else s 3l o3y (sl m b Ladly Lal . osils OS5 okt 4 8 I ol (sla fonlly gns 35 50 )3 o2k
§oc g IS e 2yl sl
4l gl m Ole b st Oy giws gNotepad 1 eslecul dslen Jhaul cu 5 A4S (gl 5 asm Olakes 1 oslazal
Microsoft Macro Assembler ;o el cus 5 4l p (gl . oL 0 VCH+ LS JuS IDE jl oslaznl glow CH+ s
3 o3liul J5.0b) (sLghs A 5 Skl pimeen LBL a Sloe 5 old @151 VAAY Lo 1 el ol Sl 55 50

(el S8 55 B 5 e sT s 5 sl | MASM32 el ojs ol Zuml 1l 5 1, VCH+

http://www.masm32.com

Sz by | T ¢ CIlae andllas anlsl 5 S 358 0 ano 5 L 8

= introstx L_JL_JLEi]

File Edit Selection Project Tools Code Templates Script Help
T b s 0
Db & & e o S QA S D7 A

ill

[m1col0 F2 Indent OM File opened at 2253 bytes

MASM32 ;I sli-) K

ol 2blje am Iyl el pl o
A5L e \msasm32\help s ;3 4 S S ¢l b platal; glyls

Ll ol s g8 a0l S g g Sl 5 slamacro gl LG

:sﬁ..ul}ﬁ-ﬂ)’Jﬁ.ﬁ:\f«q%ﬁmﬂMASMJsr:.alﬁl)ul,é.\ffldbélﬁ

Function proc dwValuel:DWORD, dwValueZ:DWORD
mov eax, dwValuel
.1if eax == dwValue?2
mov eax, 1
.else
mov eax, 2
.endif
ret
Function endp

Al e FU iy 358 ST e e 5
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,i_.:;bﬁgmjnﬁﬁuﬁwuLMMJEDXJEAX..LS@@?‘.AMM.LLP‘5);‘;,:51Mi
Sl gmns 500l g | ST 8505 0 (o3 5L Slie 53) 358 o dezr 566 03 C2 4 Llg G g IS gl o 0,503
Sl S a1 SThlg 5 s ool 41 55 45 1401 € iile (6 5V o gl S (o 2 1) b s o
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C code Assembly

2 - 2+ b >> Compiler > > >>Assembler>> AW output (hex)

add eax, edx 66 03 C2

..x:.fdf);.x.;l):u.aji.ijbﬁ&S@!@S!MhOpcode .sp@x.éfrﬁOpcodes s ST sl &

159909 9 IS (ol (e peo D9

s LB L LS (ol mint 13 Jlis (ol o ST o oslazl "@U" Ol s (interrupts) aads g 51 wls S (ol 4l
4S Coul g (9l L sl ol (Application Programming Interface) ol S 5 JwAPLL jsdu s 530,08

..LJI»M\P;Subl):))fg}é&&;&xb.dﬁwn&mlL@JTJU‘,;'-LgLAuUﬁJJ.k:SbJ@w

1 gaxio
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€35 1y (oo s bl 4 15 (0 6,85 5 Sy oy o5
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1 g )

33ty 1 i (a8 gemee g 355 o0 LIS K515 5 eslizul (g1 g Lol Sl e &K iled St
e oz 3 $55 13,8 Ui 2 55 Sy g a1y e 5 S5 015 o il 3y K15 S (sadl

g:,uw‘J_,:-_,.AQTM‘JJJJ&_KBC)J}.ﬂb);ﬁ&)bﬂjaau\.&uﬂﬂﬂ)‘w‘

cAJS’uiﬂin.Lﬂfggﬁijud~rk)éjgiijbjéds;iérgéﬁbhbﬁ‘siﬂAﬂvﬁ‘JcsﬂJ&‘JﬁtﬁuflAj@f?)gﬁ‘
- DWORD L@JT«.{C++ 03540 dal = o VY sl cplo il 2o VY ngi.&jij 03 dle gl s il

SR Sl 53 OTLLE 5l b g el o Y sla K515 5 oo 0513 03161 dun i led
BYTE 00

WORD 00 00
DWORD 00 00 00 00

S e ¢ s L e sldel 4 8 sl 55 (Cate o)l sen 5 Cudhe 3 9b) dizees unsigned coldel ol uomen

Al Caes i 0dn T3 sldel 390 53) 5T I 5055 OXFFFFFFFE Usls 93 ite g Sl OXFFFFFFFF Jslas
@

22l LT Slode & Les Ll Lal At 0l iy o g 1 i s ey Jol e Sl s 3

iy SSSS s  slaaal

eax - Accumulator Register

ebx - Base Register

ecx - Counter Register

edx - Data Register

esi - Source (for memory operations) register

edi - Destination (for memory operations) register

oIS EAX 3 50 55 e (gl ol 0T oijlo (slgnlh 0 4325 BB lon| )3 a5 2
A = EAX (e ) O sl (word) aelS” 55 (cwl) ol dsl :al
S A = EAX (i ) O sl (word) 4edS” 55 ((oYL) Cub egs tah
V7 =EAX jrs ) 55 gl (oY) aadS 1 ax

QVY=QBFJJWM)J§EAX
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0000 | 00 | 00 0000 | 00 | 00
EAX ECX
AX CX
AH | AL CH | CL
0000 | 00 | 00 0000 | 00 | 00
EBX EDX
BX DX
BH | BL DH | DL

)ESILg‘j_:.é\_:'é\_:?]lj)3)‘3JHJHEDXJEBXcECXJJJ_AJJé.L;{MB&:;?%LJ@%)&ASJ}E\»A

.(EDI

L‘é“:g_s—::’\? LsLﬁjwjﬂw‘EXtended LSLAAM&%‘).}'E' RG] "MU‘::"‘:“")W}J& ty)‘ Lﬁ&)‘&nb‘_ﬁ‘
c,_ﬁ\h.u.um;m):La)w)ﬁ@;du_g@.ugwr;jax, bx, cx, dx dile ola e 5 sl)l
VP s o 3 (81t s i) et (s Lga VAP (la SC5515 5 55 165 5) s S Lamia E L, 3L

e 3 g 30 Sy YL

15 Lial g5 0dd atie palie gl 0T S S g1l ¢ il EA7823BBh (sl EAX 31 Jle sl

EAX | EA 78 23 BB
AX EA 78 (23 BB

AH EA 78 [23] BB
AL EA 78 23

eax = EA7823BB (32-bit)
ax = 23BB (16-bit)

ah = 23 (8-bit)

al = BB (8-bit)

&)‘JJ?}L&M))‘GLLZM@}:“SKJBJJ
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eax (ax/ah/al) Accumulator
ebx (bx/bh/bl) Base

ecx (cx/ch/cl) Counter

edx (dx/dh/dI) Data

S e asetia | ol 4 S LIS sl cauK 45T 2K gla e (O

(O) code segment
DS data segment
SS stack segment
ES extra segment
FS (only 286+) general purpose segment
GS (only 386+) general purpose segment

4 absl> Wls Lo iL s flat memory system PNt | Al (63 )8 59du s o RN ol
T 5 28 S5 a5l il 3T &S5 038 Jaimie sl cpl ol 350 0 o 564K ol a8

0172:0500 (segment:offset)

&LQMJOJ‘)_MLJ&L.&WLGJTLSJ:?)&)J&)L::U{“J)L:&)‘JW“?&Q&)}%)J)

(.MM‘Pa)‘)@éﬂ%%béjwwjbu‘é‘)éLﬁu&wéjjﬁjé).m&ﬁ\f'

1S o5l o s (2

esi (si) Source index
edi (di) Destination index
eip (ip) Instruction pointer

3,5 0l 0155 (o 5 3 8 Lai LT ol ol 48K} b g0 sos (gl iy Ol sims o gyt
sl EIP .ol abibl- gla o ysT (g5l o 3 Cgr 4 LT Sl oslizal 55 T & i&at s . (eip e adl)

.sfn&m‘d‘)}ijﬂém)blﬁoledlﬁtf.:‘,.&lﬁ-lg..abbéfd;if‘fm;i\q@l‘g;ww\

(stack) awiy (sla w5 (5

esp (sp) Stack pointer
ebp (bp) Base pointer

.3_5.3L;aa:&h\&mLgl.aﬂi‘;nék{;a)u‘Q‘)@c‘}])bEBP.J)\:@&\)%éﬁ&gﬁyESP
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(ol 9 390w g 0 A8l (SHlexe p (BIS

WIN 3.xx 5 DOS (!
ol s (gl C2e8) labad a aladl ¢ (2 V7 (sla i 53) 023 &0 5 ok s Jie Ty 5 ol 5
5o sl So Ll an 5L abisle 4 o e 5y Sl ol y3kils o 64KD (glo Il LaeeK ol .

O PO HEPRTHP -

MEMORY
SEGMENT1 | SEGMENT2 | SEGMENT3 | SEGMENT dsoon
(64kb) (64kb) (64kb) 4(64kb) andsoo

(oK S 0955 ol G0 o) a6 s T iuled

SEGMENT 1(64kb)
Offset1 | Offset2 | Offset3 | Offset4 | Offset5 | andsoon

L 4313 3 g Ll 5 e CandT FOOFF S T K S5 093 iomad 5 CieSow FOOYF S T Lon

Dy dal g 5w dbble o sT e ol Sl ol s
SEGMENT:OFFSET
ddle gl p
0030:4012 (all hex numbers)
codd S S 3 Y T 5 cnKe

:gLé‘.iA:A\_,ﬁ-1)@T:)y)séjﬁﬁatzréjubl)s..ki.uL;&T&&&Laj:“g-)lu}éw)s

el |l dl s (ol US” aS7 (g ankad o )lais g5l :Code segment L 5 CS @

-JfggyUQTj11)sjstgl.anb‘;)b,ubﬁ«f@nb;.ﬁmData segment L 4yDS ®
ol G Al e 5 se (S s Cpiman) it e ST (gl DBl LAl s Soslal sla res

S 0SSPl ol Jl s 055 oa 4 (CS 53) ol 218 ! CodT KLIP (Lsd 03, L, shte
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s Y s (o

S ey i bl 5 ol SRS F LT (o3I Lol il 555 s e 55 5YL L 590 (slajsiss 5o
flat memory .l sl andl oSS 515 did doal s 3 SIS 55 ks IB Slors Ylat| skt 5 ¢ CiaSn
A5l g5 e FYAFAPVYAD U s 03Lip5 (ot e oYY 05T 5 azls 550 5 o T L3 oo 42 model
Lot 3o rege 5 (S0 20 a5 (oo e ST OS5 L g il 3 Somign o ol plin ;8513
S35 33,5 gl 315 CaaSl Gl s 015 o0 055 sl (VP o 41 Coned 2 PY o
LS (sl S 3, VL e 5 (o] (o 5 40l O 5 03l o 3550 (A S e b s L
N

Lgd |l VUL 5 YAR (claoijls 6oy b Lelj) baaals 4,500

4:4@L@g.)'l)'}.\_;wwlﬂlL;L«Jilé@}.umb(\?a\w\w;uuﬁwbwﬁgtﬁjuuﬁ@ﬁ
LS LaaST L Lees 55 8 50399 ol 03l 3 IS ol 45" 2o S5 (gl ¢ sl o uls cOm (slehl 4,
..UJ:?@J;‘_{J@:JJJTé‘ﬁMT/&&wui))j\}g)m@

] g;ibLi:?\‘ o5k )>NEAR a3 sl ¢ S (flat) Cas e ladal 55 B wysT (83 i Sl

: (Protected Mode Memory) o cdddlbro (Sdbél> oIl b LT

22 S (OVEIWIite) (s 5 gl OISl ¢ Ll Jolo ptns Al real MOdE o oz L o lghole s 5
Q;L:éUL{,'l%.,_wUsjajypfial.g;mmmpamm};@xpSdluuﬁbj‘ybwﬂjl
bl gn st D 5L Bl 5 43S el fule
xpwt)ﬁssoo;\dceA@xQ)wuu,@v,a;,uwj;uuﬁd}mwb@a,?wmgﬁ
A3 3 (23 33T 5L S e 4 Oy B15T (Vb 4 b ST il 5 o il 50 55 oaladl 155 sl ¢ il
.JJJ?JMBJJBIOSQM:EJM}:?mwyébws)ydl.ﬂchgb—

el S el ol sloml baslds ) 5 ol 6 555 ) S o Cgr abible golld Clabloes Il
o 3 S 550 Doy 53 5035 US|y e 5 0T 53 Ll oo el &K 4871y e ynT (G030 ¢ odkds Ciblows
a3 o Sl |y asl p codd (i a5 (oL

3l as ysedd b 8 HUSG ) i el g Lo 55 0 V7 (slajady s 5o ¢ aliblo I Cliblons Jta o
3y Ladal e CuSUl o oS abibl 5 olaand w55 Sl Ol ¢ aj sk g5 o) »> multitasking

Dy et o
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e VY gl g 5o 8l e (gL o multitasking (g 3Lw osly g syl 580 Lo 3 ol Lol Ol pois
Q.BLM\LJ\:-L{Jﬁbﬁw})ﬂj“\ﬁﬁwb‘.@‘b)ﬁjd@"J{Gboﬁwlméwbg;iﬂu\ﬁ

215 g s OT  ael oS ol (glabidl 55 2i g b 5 Ol L ¢ abasl (ol

T (6 ey ol ol b s o ) (o s5T So3l 53 (b g 9 Ol (gojlorl b 5 ol Sl 4y e 5 L
20k OS] g 3 w9 bl osld ana S O g t;|}.{|)10ktga)'\.l._$\4_{tg_)él.3\.~i;\db&‘j..k.i;)&{
s exception ¢S ol g Jsle (e o ,b 1 alles ¢85 elAd deal s> 4 5s page read fault el Lo sl

bl or a3l ol s O b 51l 03 S5 i ey OT Lt go 51 1) (als a0l ST 5 0uks 5358 sl

: Opcodes b LT

s ;8 el glals Ol B e 2,0 e S i S5 315 (sla ST 2] Opcodes
R S Leits OT g 1) 3513 555 45 ool (s 5 el L5 (2 5 Ol e ¢ ool 15 s
533,85 oo Bl 353555 ol he U5 4 VU e U5 i 5 ST 5B Ko Sl w (st St
Lol B el Slaesls 4 Jeasl SlasS” Jus 3,8 o Doge bl 536 6,18 g
4l s o Ol ye 0355 (28T 2y o ol s ¢ OT LB b 5 el sla S50 3 (65131 o o 5

355 o 4iS Opcodes T 4 5 Llas 5 1 3

o3lewl Al (g slucs Opcode | ¢ EAX w5 09y5 4 56 A7 00 FE syl oYY (g ldae oS (sl Jbe (6l

Al FE 00 A7 56

oslitul 55 U odus 5 slbael lgal alie Opcodes I as 5 4 ool oo 55 4slp 03 5 josle Cogar bl 53
g g 448 mnemonics ol ! Q-ML,SJKAL;LM{ 6;:?‘}4:,5)1:3 T 5l
ol Biils 53 1) alice LS 45" Opcodes i (slosl slst 45 ok o3ls polazst| Cul ol mnemonic ¢S

'M'}G"

A
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i bwlxo Opcodes (ga1uxi A yo

MOV

s 353 Laasls Jasl ¢ 0T S350, o HKS Ko S 4 0K &K 51 g)ldin S 6l ST ] ol

mov eax,

100

sl 4.5_,§:.1‘ . lwl>€ax=100 Jslae Ol 55 oo 1y G50 Jas 595 o 03l JWEI EAX ey 0 Vo v ] o

mov

mov al, ecx ; NOT VALID

mov
mov
mov

mov
mov
mov

mov
sub
mov

(destination),

al,
al,
ah,

ax,
eax,
eax,

cl,
cl,
al,

bl
0ffh
0ffh

Offffh
Offffh
12345678h

ah
10
cl

gl ga x.éfj:sImmediate numbers

TS o3I s b daie 5 e 5 sl 5 S @ Jeadly gres ol (JST Sl
(source)

(ﬂ:ou\ﬂ-:’ é.: dais g ‘-\...a O)‘u\)‘) Sl S ysb P IS Jts &‘j{

e onl 53 e e

;move the lower byte of ebx into the lower byte of eax
;move OxXFF into the lower byte of eax

;move OxXFF into the high byte of the low word (2-bytes) of
eax

;move OxFFFF into the low word of eax

;move OxFFFF into eax

;mov loads a value into a register (note: 12345678h is a
;hex value because of the 'h' suffix)

;move the high byte of ax (67h) into cl

;substract 10 (dec.) from the value in cl

;and store it in the lowest byte of eax.

\Y
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12T g @)OT Sleixso 9 go)é." bl yo

oS L g e, S a0 (358 o0 4 5 "Gl gima OT w0 aS) [] 1 eslial b 551 dablo (gl gimen 01 55 o0

:sjajgpah
mov al, [esi] ;move the byte contained in the memory address
;in register esi into the lower byte of eax
mov [edi], bl ;move the byte value in the lowest byte of ebx
;into the memory address in register edi
mov cx, [esi] ;move the word (2-byte) value contained in the

;memory address of register esi into the lower
;word of ecx

mov [edi], edx ;move the dword (4-byte) value contained in edx
;into the memory address contained in register edi

1258 s ys 351y ST bl 53 Ol o pioman

mov al, [esi + 3] ;move the byte contained in the memory address
;in register esi + 3 into the lower byte of eax

mov [edi + 2], dx ;move the lower word (2-bytes) contained in
;edx into the memory address contained in the
;register edi + 2

S 53 1 5 st Je G 35l g0 0S5 sl
offset 34 35 36 37 38 39 3A 3B 3C 3D 3E 3F 40 41 42
data 0D OA 50 32 44 57 25 7A 5E 72 EF 7D FF AD C7

WS Cnl o Al sl eteios ST U abibl (claand oo jadi g o i S5 50 5t oS ) shilen
Jswd ) AJJ@QT &l gimen C3L 55 (6l 5. sl 0000003AN L Jsles 3A CdT Jlie Sl ks oYY 08 ol

23,5 eslamul
mov eax, dword ptr [0000003Ah]

J‘u\.&ﬁé}d}}l_w.}&‘P‘)‘Mabj‘ﬁeaxw)))‘)3AMTL;’1:J‘~YJ‘u\.&ﬁ&@‘u{“é}&béw

little e )b as ol 53 Liosls 6,8 51,5 5 i3 ged dlamDlo 457 shailen.s Al g 725E7A25h (g slus €3X

:;ﬁM!p;QL))l)q@dlﬂjJm.(.sj.&@wjimLg:.it{;'gj)@iendian
4050 )9 e peomen 5555 oo 0,540, 30, 20, 10 &)y 4 alibl> 4310203040 hex o WY i

..3‘5.3‘540}:5-..} 50,40&)}.&4{4&\7-).ﬁhex

\Y
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Hemot 1)

Address of wariable as offset

(sl okl 5 dlil 53 &7 1) il yn e oSG T -Y S

Ualue of wvariable

bbbl y3eds S5yl i v IS

14y 5 o o dereferencing 5 Sllee 4

mov eax, Ipvar ; copy address into eax
mov eax, [eax] ; dereference it
MOV nuvar, eax ; copy eax into new variable

mov
mov

mov

mov
mov

| s j:’ Calises 6\.&.:)‘..\." BE abbsl>- JiJLEﬁ C.é\i).a W

cl, byte ptr [34h] ; cl will get the value ODh (see table above)
dx, word ptr [3Eh] ; dx will get the value 7DEFh (see table above, remember the reversed byte order)

(e gl (558 00 45,8 L5 53 Cw¥Y 55 i Sy g &) S ol JI L5 slie oIl S73
eax, [00403045h]

(ol i 035 0 Jae ol plea) Kos Jle
eax, 403045h ;make eax have the value 403045 hex.
cx, [eax] ;put the word size value at the memory location EAX (403045) into register CX.

G and (5, 45 Opeodes I (slos sl (gl ok o513 oluamst| Cnl sl MOV &S 25§ donis Ol 5 oo ol ol

s e C-‘au‘ B) -

|
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1318 JES Olg o0 45 s e 0310051

JLe gl sl 1,8 Cwl gl Jol osls o1t b O o311 &5 S iy 33 |y losls Ol ¢ o5 de I s

mov eax, ¢l ; this fails as eax is 32 bit, cl is 8 bit

15,8 ol lzdes (gla by 3l eslizal b1 5T Iinl dbsls 513 2o ¥Y sy &S5 o 1o d Ol sn 4SSl 6l

movzx eax, d ; zero extend unsigned integer
movsx eax, d ; sign extend signed integer

Xor eax, eax ; clear eax
mov al, cl ; copy cl into al

mov al, cl ; copy dl into al
cbw ; convert BYTE in AL to WORD in AX
cwde ; convert WORD in AX to DWORD in EAX

2818 518 1y sy 30 g 0 45 (Sl0d1d Sl ges

.Jiistgj‘;m:q-)\f.jMb-LimmEdiateZJ‘JJ‘}LAJ:M:?))JQ‘j@‘)é\it@&‘asbﬂuﬁﬁt}}m
555 Sl dolas o sl Lo 5 48) Wil 35 i) ¢S5 Wl oo bl Sl 3ue &K Y 5are IMmediate o slos

mov al, "a" ; string literal

mov edx, 0 ; nhumeric immediate

67503 a0 bl U shas S0, JUisl o Cbls 5 L S b oy e 4 5 iy 505 Slel 350 53

rwbﬁ)g)u@ljusjl@@)b- J)_q-jji.&j‘:ﬁja OTLS‘J{""U;‘ A Lsi‘ODECOCIe ‘ﬁ)ww
1wl

I mov mVar, IpMem ; this fails, no opcode to do it.

:sbc-b.;}!;)!j@jij:))yqb&glﬁ&di

I mov eax, [pMem ; copy memory value into register.
I mov mVar, eax ; copy register into memory value.

Vo
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I push IpMem ; push memory value onto the stack.
I pop mVar ; pop it back off as another memory value.

l Fo Lot

TRV RPN FE RV PRt PO VS (SIS I G P WOW [
Lea eax, MyVar

D3gh e oS 6,500 ke 4 €AX aSKwlin s 53,5 ol F€AX 43 ukte )3T
Mov IpMyVar, eax
GM;JJJJTMJJJM‘)}LSJ?GJL&‘ ‘.“ u{“

(by value) OT s alew s S o, Lal &S Jas!

mov eax, IpMyVar ; copy the VALUE into eax
push eax ; push it as a parameter
call MyProcedure ; call the procedure

: (by reference) oT 3 elr | abow g S0 sl &K Jlasl b g

lea eax, IpMyVar ; load the ADDRESS into eax
push eax ; push it as a parameter
call MyProcedure ; call the procedure

13,5 oslizal e ysT 03,57 Cwds &l 105 oy 51 bl Jloy asslss 51 s Sl ol s

mov eax, IpMyVar
mov eax, [eax]

ADD, SUB, MUL, DIV

Wl 033 e 55 0Ll 3T 31 gyl 3 Shae .85 58 oo 45 5,15 Slwlons 45 Opcodes I g3 sldas

..u”da,&.ﬁﬁa:”k;ﬂgdingr;q?mlc&,é:qq-subceq-g;@q-Add

- Add J‘ oalanl a_5>=3

add destination, source

"
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s V:A‘-P. - Cﬁ‘ 33
destination = destination + source

Destination Source Example

Register Register add ecx, edx

Register Memory add ecx, dword ptr [104h] / add ecx, [edx]
Register Immediate value  add eax, 102

Memory Immediate value  add dword ptr [401231h], 80

Memory Register add dword ptr [401231h], edx

Pl el o s A Sl
Sub destination, source ;(destination = destination - source)
mul destination, source ;(destination = destiantion * source)

3(%:?@ O3 edx s eliledl geax js Cwad C,b’- ¢ SOUNCe o 31l 4 dt) Sl Do glite oS v..w.m Slles

div source ; (eax = eax / source, edx = remainer)

Source size Division Quotient stored in ... Remainder Stored in...
BYTE (8-bits) ax / source AL AH

WORD (16-bits) dx:ax* / source AX DX

DWORD (32-bits) edx:eax* / source EAX EDX

AP [ S S VS I RGN P IS NV

an 8-bit register (al, ah, d,...)

a 16-bit register (ax, dx, ...)

a 32-bit register (eax, edx, ecx...)

an 8-bit memory value (byte ptr [xxxx])
a 16-bit memory value (word ptr [xxxx])
a 32-bit memory value (dword ptr [xxxx])

Y

LS s Bl 5 i 1T 011 505 15 Lab W Jgems sde 5 Sl ol 3 fuee

\V
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BITWISE OPERATIONS

Wl 5 dade las 4D

Instruction AND OR XORNOT
Source Bit 001100110011/ 0 |1

BDi‘f““a“"“ 010101010101 X X
Output Bit 0001011101101 |0

eSS e
mov  ax, 3406
mov  dx, 13EAh
Xor ax, dx
ax = 3406 (decimal), which is 0000110101001110 in binary.
dx = 13EA (hex), which is 0001001111101010 in binary.
92 JLI.A

mov ecx, FFFFO000h

not ecx

FFFFO00O is in binary 11111111111111110000000000000000 (16 1's, 16 0's)

If you take the inverse of every bit, you get:
00000000000000001111111111111111 (16 0's, 16 1's), which is 0000FFFF in hex.
So ecx is after the NOT operation 0000FFFFh.

IN/DECREMENTS

S o b3 b g oS ol G ) e SO L g alible 1 GG slie ST ]

inc reg ->reg=reg+1

dec reg->reg =reg -1

inc dword ptr [103405] -> value at [103405] will increase by one.
dec dword ptr [103405] -> value at [103405] will decrease by one.

A
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NOP

.L_fé_g.a“(patching)(_):rfd.pjb”jLéédsjfﬁq.q-\érp!.usu.qj(\?d‘bMBJK%&.{\M1&1

3,8 oo 515 eslil 3 4

Bit Rotation and Shifting
S e ol Cllae O gy S B ¢ A galdel 5 sl ST S

e .‘:‘ C“,;

Shifting functions
SHL destination, count
SHR destination, count

s o JES! Sl 5 o 1) Sy S5 L s il 510G ¢SS (glac count sl 4 SHR 5 SHL

T Jke
; al = 01011011 (binary) here
shr al, 3
00—+ & roire reire res re re >
CF

SHR plawil (50— F S

Aalg v VN dslas aos ol pls ods JLsl Sl ) o 0 OGSl S e o e b
@A s Lal s Ol (ol G Slaly 5 0l o b S (o )l G S 385 o
o= .Ji_::)'l;jv Flag sls e 5 55 Cmwl ¢ carry-bit.al Lal = o > carry-flag s .L.Js,?@ ol S
)Li;gup}momodesQﬁ)mwfw;&@mmo)ywﬁ;jeaxéum).usmujzm,?)
ol ol oS gt o AT L Sl sle Sl a8 sl a5 4 Sl el s LT (sl g Lol (31 3 92 5 35

sl

4
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d}‘w—j}-&gjéfs.w‘w_,}uujil{&u.‘.

D Jke

: bl = 11100101 (binary) here
shl bl, 2

SHL plowil (g0 g 0 JSC

PL{-LJI@;)‘}M‘)WJJK&LA%.J){M‘?\"\'\" &j@bl)‘@éﬁ)ﬂb&‘f‘)‘m
.J&lg@e.i.ié;wcarry-bit,a.\.&ﬁ

4_3('_,_:.3[1Q\J'_.:nﬂt_:)‘-\.indg_;w.b;abw\o\j@}géﬂéhmﬂjj}gf}(a\:.u'\Lg\J:SHRJSHL}\

Mov dl,5
Shi di,2 ;dl=5%*22=20

1o (122" 2 Hlie OT e b ol (6 3l Sy 0 S O oo 0 Ik 50 i et

mov dl,80
shr di,1 ; DL =40
shr dl,2 ;DL=10

4135 g 4y ol ,.sJ-:.:in.sOpcodes 93

SAL destination, count ;(Shift Arithmetic Left)
SAR destination, count ;(Shift Arithmetic Right)

SAR plnil (g0 o —F ST

“n
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Ao Ly o G (slal s 4ion SAR. e SO SHR L Lass SAR Lal il o SO SHL L SAL

Most significant bit L s MSB L Cii> 53) s dal s 5 ¢S5 b oo Coonn (sla o ¢ 3L e sde SIS oo
(o500 2

Slom Sl s dal 5 00111110D folo oot o Sl y S S Y 150 e 20 A e 81 e (51

5550 11111110 41§ Jols 38 o3lizal SAR I SHR

e ]

Rotation functions

rol destination, count ; rotate left

ror destination, count ; rotate right

rcl destination, count ; rotate through carry left
rcr destination, count ; rotate through carry right

JL.E‘Q‘Q))JM&J&})QL‘@M@-D‘)Q)ﬁmd&u%b‘wwc‘}}'u\.;m&ﬁcb}

ol o

:ROR

CF

ROR C-Lz.:‘ Lgo_,z.:' -V J.g.&

:RORJ))A)J‘}JE:.A
Bit7 Bit6 Bit5 Bit4 Bit3 Bit2 Bitl Bit0

Before 1 0 0 1 1 0 1 1
Rotate, count= 3 1 0 0 1 1 011 (Shift out)
Result 1 1 0 1 0 0 1 1

Ls:w_w)la..\_,:»a:l;@@u)ﬁmd@ff@lmgubjgLag;f@\bm(jydjbjsa\fj‘,bm
Carry-bit 53 oud o313 JUasl O g, 40 45T 2 o 5T ¢ i (sl 58S 2| Ales ol 0is § 5505 0o

3-5";@ ajtﬁ-.s
Y\
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d}‘w—j}-&}&w‘wjuujzl{&u.‘.

K Sl
mov al,11110000b
roral,1 ; AL =01111000b
mov dl,3Fh
ror dl,4 ; DI=F3h
:ROL

ROL plnil (g0 0 —A JSCo

D Jke

mov al,11110000b
rol al,1 ; AL = 11100001b

mov dl,3Fh
rol dl,4 ; DL = F3h

Cs o1 e (gl carry bit 1 bl dizus ROL 5 ROR 4 and s Ll = a.sbc:;l)s asls| y3 4SRCL §RCR
.M@ab\.&.‘&w‘ I C)‘:-

:RCL

RCL plowil (505 4 JS5

Yy
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:Jle
clc ;CF=0
mov bl,88h ; CF,BL = 0 10001000b
rcl bl, 1 ; CF,BL = 1 00010000b
rcl bl, 1 ; CF,BL = 0 00100001b
:RCR
CF
‘I——P'——P-——PI > @ > @ - & - » > &
RCR plil (oo 1+ JSC
Jia
stc ;CF=1
mov ah,10h ; CF,AH = 00010000 1
rcr ah,1; CF,AH = 10001000 0
:Jiis LsJL‘..»

M . - - . - - Z ..
VL jao o Co) oS (o0 Jos 25 D)o 4 ) Sl 0o Ol ks S0 i 53 HEAX s
mov byteval, al ; move 1st byte size value in to variable.

VO LA Gl o) vﬂ)bjzmg-) ol ae 93 Okl () 2
mov byteval, ah ; move 2nd byte size value into a variable.

VO Lo sl o) OTword -l Okl = (gl
mov wordval, ax ; move 1st word size value into a variable.

)‘oJLA‘;_w‘L:‘)L.@;TQ‘)_DU.L:_,_&@.L:BJ?QT)JJP)AéLﬁ%%bLMJV\ U\?LSLQQ::Q.UP LS‘J"

:Jmélj.sfclﬁmlgﬁysuﬁih;il
Yy
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rol eax, 16 ; rotate EAX by 16 bits
or
ror eax, 16 ; rotate EAX by 16 bits

L,E a3 b o VP s YL VP Ml 4 1 5YLNE s el S VP Sl ol o

Exchange

D3y S sl 53 SIS 5 e EK L g Sty 55 bl S

eax = 237h
ecx = 978h
xchg eax, ecx
eax = 978h
ecx = 237h

Y
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s ow! (source) gao S BB ULy

L g o el 5 Dolabd 4y (asM) (Ll a2s (slgh B

.code ; code section starts here
.data ; data section starts here
.data? ; un initialized data starts here
.const ; constants section starts here

..u.ul)sa;l;c:.;):j:@l.@ﬂ:)y)“.uﬁ);&maﬁ.’ojl.auﬂ)ﬂ)suﬁpc)l&b’xu

900l s (6lyls 505 5 4l laesls (sl (Data Cuans .l 4l 5 US55l code o
3,8 15 slgexe b yrdata Cand JSAsb s xd

B s gadadl> I S gedis bladexe Sl jsdcas 4l as Hldie O glaesls (gl data? s
N PN A R TR R S PR E Pty

dovams Slgh by Sty Conl g S jadiacs S0 Las v s Lol laesls (g9l const s

3 S o3kl Ol 5 o immediate ;s slae O s LET 5158 Goeke asl 33 &5 e 9 0d (i j25

Olaks. o a PE L gportable executable CJB sl yls o & gdll cexe lghls usle ol g 55 ol =1 slgh
1 gh o e ol uf}i) L> L PE-header > (3 5

Section name

RVA (relative virtual address)

Offset

Raw size
Virtual size and flags.

base QW’. LSL.&A‘UB;%‘))WJ}.&@&)‘K}b)}mJJ}AMK@BLMBJJL?M@‘@&A RVA
(355 0 6L 0T 5 4l 45 dlabls 43w ysT) ol address

exe Job s C.L>'- Ls;M,_AT PRI Y IRGI R J=6 PE-loader L 5 Ll 5,05 5| 3 PE-header s ;o u)aT opl
Al g abbl s Lo lgs 4 Sl (glo 31000 ¢ (5 o3Il yls 1,8 0T 53 o 5LeT Slaesls aS™ Sle ¢ Col

.a_,:.i‘«) L&J«‘f‘ ¢ G"L"P Las 6[.@;35- 6‘/,{ Lo u;“\.:hr:_-ﬂ «flags.ils

Yo
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sl K

.data

Numberl dd 12033h

Number2 dw 100h,200h,300h,400h
Number3 db "blabla",0

.data?
Value dd?

.code

mov eax, Numberl

mov ecx, offset Number2
add ax, word ptr [ecx+4]
mov Value, eax

exeJ.i\é«_:sj“f)‘_}EsﬂﬁcuUﬁn\JQ\aﬁ)ms}lﬁrﬁwlLn\.k&..k.alﬁ‘}?wlg‘,ﬁ-g(j)éuljﬁ
s 53,05, 8 a5l 3 bl 1 adeiin Sl )5 35 oo (101 abablo 53 sl aSalas 5 0 Jite i
555 Comd g0 Cand T W o opl.b405 41 3 Number3 s Number2 « Numberl (label) ez s 4w G 52 4l , data

3,5 030zl sl 53 s 5 O s g O o0 T 51 ol kST o 6165 4l 53 1,

L>ui‘ BE
DD = dword
DW = word
DB = byte

sl o ol 5 e T 15 28 5 5K 0155 on 5515 a
Dy el 5 s 4 able s besls Caad ¢ G5 S s

33,20,01,00,00,01,00,02,00,03,00,04,62,6¢,61,62,6¢,61,00 (all hex numbers)
(every value is a byte)

Number3 g+ + Csb 9o 4 NUMber2 (S s 0,0 5,05 1 3YY ol a5 dbdl> 55 o g0 4 Numberl L=l s

s o al (Wl edd jadeine Suliys g o L) PY x50 4

DS eslaial 5 grews s MUJ{)>}?‘
mov ecx, Numberi
tem
mov ecx, dword ptr [location where the dword 12033h is in memory]

3 g5 g0 8Ly 5 Numberl absl> Cod o y3 3 52 50 yldie

1
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mov ecx, offset Numberl

mov ecx, location where dword 12033h is in memory

(1)

mov ecx, Number1

(2)
mov ecx, offset Number1
mov ecx, dword ptr [ecx] ( or mov ecx, [ecx])

.data?
ManyBytesl db 5000 dup (?)

.data
ManyBytes2 db 5000 dup (0)

Lol

g5 oo 8L 55 absl> j3 Numebrl Cosb 5

S Jes U5 o0 53 20 JSE b eals L s

:tq;lf“).)

5000 dup = 5000 duplicates
.Value db 7 dup (4) L &l Jslas Value db 4,4,4,4,4,4,4 Jls (ol

OT 6l il 53 oldr v s b 545 55,15 olg ol L6 4> «ManyBytesl 5 8 515 Cend 4 4 55 L

S gp i Syl O T e a8 8515 ) LB s ManyBytes2 Ll 3 sa e 45 8 i 5

Yv
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(P Sy

;;.:;Luwwl):@ﬁﬂ)Jﬁam&hwj)\codewp

.code

mov eax, edx
sub eax, ecx
cmp eax, 2
jz locl

XOr eax, eax
jmp loc2
loc1:

XOr eax, eax
inc eax
loc2:

Ll eax=0 slas 4 xor eax, eax

Wl ) IS 4 G A SIGT
Mov eax, edx ; put edx in eax

sub eax, ecx ; substract ecx from eax
cmp eax, 2

)‘J._E.A):u.i‘r?‘ﬁ)‘,}d_ajJ}J@)&;J‘i&ﬁ)é%&ﬁ&.@}gcmprbﬁé%b &5‘%‘@@‘).}
3. AFIsflag jracs 55 Sl s ccarry Liles Zeroflag. ol dal - r..k.) (zeroflag) Z-flag <3 45 (¢ glus - L
:ﬁ)b 4als|

jz locl

locl.a sl el r_.ﬁ;:zeroﬂag ,fu;uzﬁ Sobm U sdz = jump if zero _w .Sl b, s 5, oSz

w‘ﬁ)gb)_jﬁmfub‘QM‘@M}J&ﬁJﬂ)JS#‘M‘Q&ﬂé‘j@‘ﬂj

cmp eax, 2 ; set zero flag if eax=2
jz locl ; jump if zero flag is set

S alocl 45 Y gsluseax F1: dmus Lue s B3 Lot 93 4oV O ) sy

D5k ol oyl gen g Sl bk e b Glasa p) s G U s

jmp loc2

YA
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if ((edx-ecx)==2)
{

eax = 1;

}

else

{
b

eax = 0;

flag (S s>

Mﬁ)cﬁmflagéuw)djgj)Kﬁ)dw

Uxo > )

AL o Dllons a3 & 350 0 oo Sl o onl | ZF (Zero flag)

ol e Sl donts 4 ol Lime (oo 50 0l mﬁ;:/f! SF (Sign flag)

3,8 )5 o S 3 Slawlows 1w & Sl 20 o 5T 55> | CF (Carry flag)

(3,85 Sl o 53 nlons s 4 Lis yd). ol Solowlns 515 Sl | OF (Overflow flag)

Y4
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By Elel Jyu

Plodis 03591 ab g3 jo 02y Camd g elal s (b 6l 1 5 s 5 Jger o

Opcode Meaning Condition
JA Jump if above CF=0 & ZF=0
JAE Jump if above or equal CF=0
JB Jump if below CF=1
JBE Jump if below or equal CF=1or ZF=1
JC Jump if carry CF=1
JCXZ Jump if CX=0 register CX=0
JE (is the same as JZ) | Jump if equal ZF=1
JG Jump if greater (signed) ZF=0 & SF=0F
JGE Jump if greater or equal (signed) SF=0F
JL Jump if less (signed) SF I= OF
JLE Jump if less or equal (signed) ZF=1 or SF!=0F
JMP Unconditional Jump -
INA Jump if not above CF=1or ZF=1
JNAE Jump if not above or equal CF=1
JNB Jump if not below CF=0
JNBE Jump if not below or equal CF=1 & ZF=0
JNC Jump if not carry CF=0
INE Jump if not equal ZF=0
ING Jump if not greater (signed) ZF=1 or SF!=0F
INGE Jump if not greater or equal (signed) | SFI=0F
JNL Jump if not less (signed) SF=0F
JNLE Jump if not less or equal (signed) ZF=0 & SF=0F
JNO Jump if not overflow (signed) OF=0
JNP Jump if no parity PF=0
INS Jump if not signed (signed) SF=0
INZ Jump if not zero ZF=0
JO Jump if overflow (signed) OF=1
JP Jump if parity PF=1
JPE Jump if parity even PF=1
JPO Jump if paity odd PF=0
JS Jump if signed (signed) SF=1
JZ Jump if zero ZF=1

Pl Sl el Bl sl p2ST| el Glian 5 S db 51 0 0y Sy el 41 (5 W50 ST 5o a2l

"Jump if above" means:
cmp X,y
jump if x is above y
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dlasl 3590 30 Jrwoyd

ool 53 Cmal atl g pite (i o5 43 WS (o 98 40l eSS 6ok 53 oLaeI b g e slel 1 oLzl

3550 93 3 5= g ol FPU CO-Processor ;s (gle e ) Jo 5 () liel Ooleloma. Lol iz MalS” 55 90 !
o el S e ol T 3 b e

sskileaunsigned sliel. s unsigned ssigned ¢ e slel gw 0L 531 eomee Slisl @

Al 53 5 e 4§ g sn oal 6555 (Gl s Sute saldel W3 8 S5 5ty o

(e ol 5 Jle Hs s o510

Value 00 01 02 03 .. 7F 80 .. FC FD FE FF
Unsigned meaning 060 01 02 03 .. 7F 8 .. FC FD FE FF
Signed meaning 6o 01 02 03 .. 7F -80 .. -04 -03 -02 -01

3y 18 e sluel (FF B A 5l g Claslael s by w 7F B o (s 0 5L ¢ Ll Codle sluel s
LA 5 g Cie sldel g 7FFFFFFF S 400 o 3L « DWORD Il s Jlie &=
a5 MSB e Slusl 3 dyles e i Sl o8 gl ol jite sl 4 b 5, 0 FFFFFFFFR

"ﬁ@“gk@W%c%dlg.whm

Lg‘ﬁ.wlqud\J{GJpB&@AQ)J{&ﬁ)@?JLq.c«h(J\sg;.n}\.oﬂ..\.p!)g;?in)di;»:l.\.ol:)}»):
tdke

Calculate: -4 + 9
FFFFFFFC + 00000009 = 00000005. (which is correct)

Calculate 5 - (-9)
00000005 - FFFFFFF7 = 0000000E (which is correct, too ( 5 - -9 = 14)

:.Ujbs_,q-jﬂjuplﬁ-&ba%!%bb@)\pslw\wuﬁjﬁﬁiicg.)y:)‘,ﬁjsw
imul and idiv

imul src

imul src, immed

imul dest,src, 8-bit immed
imul dest,src

idiv src

A
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ja Jlie (gl i 14l ab g e Jgdom 55 LgT S 457 )15 3995 50 Cadle s 5 5l Cudle Gla 5 wioman
Dl S gl i ESS

cmp ax, bx
ja somewhere

il e Do b g Ll

cmp ax, bx
jg somewhere

:Opcodes 31 08 (Golawi b LT
TEST

4..{4.;;{.3.456_0‘.:2.5%ﬁdh?ﬁﬁbﬂagj‘;@)ja)‘)rtqu"bandJa&M&A}‘Ag;ﬁL&&)J&)JﬁTESt

< . . e
.JJ;waﬁJuiL@_.:

:Jke

test eax, 100b ; (b-suffix stands for binary)
jnz bitset

B olh (LT @AX 5> Tl y Cons I S (n g ST E3 S dal s oy B bl 3

Qﬁgw‘ﬁw)&.g"’gw‘))}Aui|6w)jtest)‘aéw‘djﬂw
Test ecx, ecx
jz somewhere

il jasecx S1es 8 aals O ge i e ol o

STACK OPCODES
dﬁﬁb))@‘@&%.)ﬁb)‘)@éﬂ%%))}ﬁ))uﬁ\ik{&ﬁf&b%‘%“.{&%T}‘ﬁ
pop s push %‘M‘)).J}.ﬁwasuw‘dﬁyﬁéuﬁé)‘.\.gié‘ﬁb'\-j‘)a.k&a)u‘QTA{espJ‘;M:q-) bu gy

Yy
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@uu_qi)u;n?wjijs4;:.,7)3w;!ﬁTax{w‘m..uw@)&i%yﬁuﬁagpjgm)\;g:.?
ole o C8s 5 Jle 4l sl g

(1) mov ecx, 100

(2) mov eax, 200

(3) push ecx ; save ecx
(4) push eax

(5) xor ecx, eax

(6) add ecx, 400

(7) mov edx, ecx

(8) pop ebx

(9) pop ecx

:C"/ _,J
.3;@)1} ecx yo Vo
3,8 ol eax ysYee X

(G S5 ods) 555 aosls 1 5wty 55, pecx ¥

—

.3;@)1}%6”ﬁeax ¥

LS p ek OT Sl 5455 &y g0 Sllee €CX (555 VY 57 50 Jolje 53 O

Coded osls 5l 5 Hlue 1) 3 gd o Yov OT ldie 0 ST 5598 o 3L ys 4ty 1o lgsebx eyl ;5 A
(ols 3l y3 5lie gl

T ki enls Sl 3 5lae gl o gd e Vet osbes OT Hldie O 981 5 ekl 3Ly il jleax eyl js 4

(a.k.f» gLJ:Lg“)J )‘..\.E.A

:Aﬁbj.i{&:ﬁ)'d)\.b.-chbjsoﬁasb'c)&@\.msjyjsﬁﬁc:.éjcglﬁ

Offset 1203 1204 1205 1206 1207 1208 1209 120A 120B
Value 6o 00O 00 O OO0 OO0 OO0 00 OO0
ESP

(the stack is here initially filled with zeroes, but in reality it is not like this. ESP indicates the offset that ESP
points to)

mov ax, 4560h
push ax

Offset 1203 1204 1205 1206 1207 1208 1209 120A 120B

Value 0O 00 60 45 00 00 OO0 00 OO0
ESP

mov c¢x, FFFFh
push cx

Offset 1203 1204 1205 1206 1207 1208 1209 120A 120B
Value FF FF 60 45 00 00 00 00 00
ESP

Yy
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pop edx
Offset 1203 1204 1205 1206 1207 1208 1209 120A 120B

Value FF FF 60 45 00 00 00 00 0O
ESP

S Al g 4560FFFFh (g gl €dX =l 4o

STl ag |l o 53 Gladu s Calies #1551 5 0350 3500 mlia x86 Si3ls 5 oSG 5 Lge (o
Wl gorlial 5l Olisosl BB (687 28 55 51 T 51 pmmmns bl (pl ol i 5 oo il

1l g gos Sy A Syl X86 Kijls S
EAX EBX ECX EDX ESI| EDI ESP EBP

gduq.u;&.,\,ﬁum\g)j_.db)e_g«‘.:u)@,;&\ﬁ\w EBP 5ESP w95 5w ol 03

ol Lgo Ol § sl Cgr (o308 ) 7 L ¢ S50 D50

s 0,8 9340 Sz 5 ¥ Sl 3 g GolS (s s P LIS 350 53 (2 VY Sl o
..u,:J:‘;bQuﬁguﬁ.\igp“}fw.;\;,\Jsxga)nmlw,.ol}:@wﬂbd)wﬁ.x};@
g B 0L slie b 5 e e
EBX ESI and EDI

:s\:j}n&m!JJ‘,AQ[,J@&\:UTUJU'&L&MJ
EAX ECX and EDX

TestProc proc varl:DWORD, var2:DWORD
push ebx
push esi
push edi

; write code that uses EBX ESI and EDI

pop edi

pop esi

pop ebx

ret
TestProc endp

Ye
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i g o3ls Hl 8 eslaiul s, 4 |, EBX ESI and EDILgum)cdjiwdwhmué}cudbs
e 3073 e 5l ey b LT palie iy 4 b e 6l 3ST) etyl Sl ealinal LB ol 53 ol plis s s
.:\:Q&?}Qdﬁbwa\{}:ﬁjm

oml STl oo Ll Ly e L 5 B0 DalS 0ds S5 (gla tuw ) ¢ gk 5 API cb:jmwr@
u.;L:;API@u@@1)_;1;51&,?‘@&@.“%@)”@!bdum)ﬁumlﬂ.ub:@}gc\;
Ly Us e 5 palie ¢ 4zt 6l iST| 2ty 5l oslizud b 503,57 &35 3550l o ol Sl b 25 ol 1 03Lizal
.5 505 oo

EBX ESI and EDIL;ufmg)jlg_wlf;@{ﬁ@a:uuldbéﬁojﬁAPIc\j;l«f&ﬂé)u%dlﬁ
jus_;uu_l:‘.a:)t{,_”auh,.APIc\jguglpl;ﬁum)wlﬁj..x:;{a;u:wl&bgﬁsugﬁp,

JJ)‘JJM)Q‘)L@M)ﬂLwM

1 e y Laio (S5 00l Cag 2l ol g

Sl giws &H»dl)ﬂjlélméum)rwob:@ popad spushad -iS| sl 95 31 eslazal b

; assembler code

pushad

; Write the code you wish to use to display the data you require

popad

; more assembler code

)PUSHFDlel)_:‘_s.“g_wUL:;:)H@Tgkﬁféuﬂag Lb);j&@asumlv_bj& 6u°;ﬁj1f1j
S e i 1y K5l ez I s sl s2ws pl.s S 030zl POPFD

s @ F 3B P

)Jb)é_{i()})s)sf:?)\_,jn&;ml:)y.ul_,]@Laa:\:@éycgjbaﬁiicglﬁﬁw\wbﬂLg!a)'b.d.m?

338 o UL OT Sl 55 05,8 oyl 3wty 6oy o AT 5 &S (gl dieCnl

Yo
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D Pop el 5 dms o Al 1) (ESP) iy Soylal Kajls ¢ 3,8 o )5 iy (535 slosls Saln
b oo il pl Soslal ol glosls

)‘PW;&%WJJQM&YL@‘Qb&‘ﬁbcjnﬁ@‘aﬁﬁ‘)‘ﬂ))bm‘&'&u
Ll a5 15wty 6y 5 4S Sl ilibes slaosls 03 S jateie S 53 Calisee sla 6K Lol 3 8

Existing stack layout

Pushes
Push a 32 bit value = push eax

Push a 16 bit value = push cx
O R

Push another 16 bit value = push dx

[ sammmm |
Pops
Pop a 16 bit value = pop dx
[ |
Pop second 16 bit value = pop cx
|
Pop tlhe 32 bit value = poT eax
ITTTTTTTT
ool opl 5o S Jls (sl
mov edx, 100
mov ecx, 500
; push the 2 values onto the stack
push edx ; edx has the value 100
push ecx ; ecx has the value 500
; pop the 2 values off the stack
pop eax ; eax has the value 500
pop ecx ; ecx has the value 100
™
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Aol ys Wi bas 1oL US B9y ki Oy s )3 EBXESLEDI (6 e 55lae bl diis o5 L &lsl3T

Lella,y sl 5 1l 3 HLS s g5 Sy pm a1 3) 45,8 ood 13 o5litul 35 g0 Lesits ESP 5 EBP (la e, Ll

(.L’_,.&L;a xyrion|

iy 055 0 s

e 3Bl 4TS 5 g 5 0B POP Tl 3ludad 5 old PUSH sl Blowd 155 il sy 51 eslizl oKa
QJL:é‘)Lfﬂw\)Lp_zj\Lﬁj.i}')a.k_&)'LéTg,_u)>U6w)>Tj|..\f:ul;lcdlj)é_iiu\foti[érLf:..aQ)_,..p_:i|

iy 5l eslanu ’Jf)buj&;
S5 Lol oSl s Ol jlas 3,87 LU L 50,53 0T 55015 0 a8 osesls 550 55 aziy

x.:_,?w)ﬁbssﬁr\*ﬂm@o\};@‘)métﬁ:m@)w@g)tfr@ﬁ.u,mﬁ)&?;

J}N@lﬁ)bbéﬁ\?}‘i&ﬁ)}w)}‘})‘ﬁ

; push a 32 bit value onto the stack

push edx

; pop two 16 bit values off the stack

pop ax
pop Cx

el 0 O3l gme daty 2T g3 0ds LU UL F g4 S 15 eSanl gy p b F Sl 4 5 L

d@ujw}}‘b)‘ﬁ%‘5})J{‘)Ls)‘u\.aﬁo‘}:@dbd‘ﬁ..}ﬁ‘;ﬂaﬁu‘m‘&)w&lﬁ)gé‘ﬁ%j‘

s S il (gl alabl 55 ke S5 0313 i 4 (L5 Sy cpl 0038 (L5L 1Tl 5L 0T @

Yv
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il W glas O 5 ) OS5 ESS W esls S

push ecx
pop memVar

or

push memVar
pop edx

Mbﬁh))wk)

push memVar1
pop memVar2

éﬁ Jlesl c-bu‘ Ls‘f’ > ) ) eslaul Lgbu

mov edx, memvarl
mov memvar2, edx

.:bﬂlf&‘é\;:@ggb)yQb‘jdbab\i’w‘>)jﬁL5L“fM~:?')>‘MQ)M@‘4€

CALL & RET

u\s\)LngsLo..Ujjja%:fqé}:»ret‘;rif!%lQQ@)PQWJa:;UZASj&!MA.lcaII

e gl 25 8 55 e 5 sl Sl le 53 b gy 5 il Jslee Ol o 15 6T L oo

..code..
call 0455659
..more code..

Code at 455659:
add eax, 500

mul eax, edx
ret

ngu‘s‘retUJaJ;Jﬂ0455659JJJT)JAB;J‘}HSMMJ‘-;Aca”QJ&)JJAJE.MM.J.{&&.A
i ol taall 51 gy iS5 4l aslsl 58 gsle Jlgy
nb)\_,.é4:.&.47Lg))j_{(s_,_&‘J_q-‘%Q«fs@&f\%‘«.{éﬁwu‘)ﬂpm)ccallLg‘ﬁ\LgL.k:{\)s

.nf@f@)dlo.\&popWret%1MlﬁTJ>.sp@

YA
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s 3L > BB call 51 5 sla push S eslizal b 35 b &S slgile ST

Push something
Push something2
Call procedure

.L",.&L;a oalanl godd 043‘_}5- 4.';..'1..3‘ )‘ L@"L‘;)T «call é'ii 03,2

4SS
4S ol sty ) 3,8 a1 3 €A o B0 S s ¢ Il S s 4 S s il 55 a5 o

)')J_;wd._z?a.l._&L:éji.l.;sj‘xt:_w\&.idlul:;asumlblj@fidiL;iﬁwtﬁw)fj\

&l

:masm )l cdlawl basm32 g 4l

Sl g 55 40l masm Sl eslizal (s '3 55 5 e 45 4 5S0ken Ll ¢ ol (6 ,Last | DlST Coand ol anlllas

.JS@]@JLMC)MA{‘JJ)U\%)
b dil> 5 (5 5 el Syl

1l (555 s Sl b g bnil (s o S g g las S e (5l Masm
JIF, .ELSE, .ELSEIF, .ENDIF
.REPEAT, .UNTIL
WHILE, .ENDW, .BREAK
.CONTINUE
If

j;agugugsn?muL;La,t:s.uja>u;w|g(4:;§s°;y1jéljsT51J:54Jaas).Ifw;u;luLm1L{
Al ai ba b 1l O Lo 8 s 4 5l Ss 5 o

1SS Je

IF eax==

;eax is one

.ELSEIF eax=3

; eax is three

.ELSE

; eax is not one or three
.ENDIF

4
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IF eax==
JIF ecx!=2

(sl Slms 50 95 ys §iF) 95 Jlis

; eax= 1 and ecx is not 2

.ENDIF
.ENDIF

IF (eax==1 && ecx!=2)
; eax = 1 and ecx is not 2
.ENDIF

is equal to
is not equal to

5305 ek Ol g5 oo 50 ) 5 oalee IS a1y 5 g8 e

B e Slme bl 53 5 sla Ses

> is greater than
< is less than
>= is greater than or equal to
<= is less than to equal to
& bit-test
! logical NOT
&& logical AND
| 1 logical OR
CARRY? carry bit set
OVERFLOW? overflow bit set
PARITY parity bit set
SIGN? sign bit set
ZERO? zero bit set
Repeat
1l LS o ST 5 1l sl e 0T b Sl B 1) IS 51 glankss & yle o
.REPEAT
; code here
.UNTIL eax==
LS o 1SS 511 1y until grepeat w4 S 15 uS ank ¢ LiL S (g slus €AX STl U ¢ 55 IS
While
(e kS o 51 S5 5 1ol Al Lame 0T b o aSalSin b1y U8 axks &yle
WHILE eax==
; code here
.ENDW
tdle s S eslanul break oo yle 10N g e 4l I OAS oo sl
WHILE edx==
inc eax
IF eax==
.BREAK
.ENDIF
.ENDW
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W5l dal g anil adl 345V (g gleweax STl s

oslaul Q\_,_SLS.»QT)'ML&L;L&.L_{LQJQ-U! 055 s o gl padl>= 03,5 ;5 continue & yle 51C 0L Aslen

5S

W) E RGP R

IF - ELSE IF - ELSE

The C version:
The MASM version:
if ( varl == var2 )
{ .if ( varl == var2 )
// Code goes here ; Code goes here
}
else
if ( varl == var3 ) .elseif ( varl == var3 )
{ ; Code goes here
// Code goes here
} .else
else ; Code goes here
{
// Code goes here .endif
}
DO - WHILE
The C version: The MASM version:
?o .repeat
// Code goes here ; Code goes here
) - -
while ( varl =— var2 ); .until ( varl != wvar2 )
WHILE
The C version: The MASM version:
while ( varl == var2 ) .while ( varl == var2 )
{ ; Code goes here
// Code goes here
} .endw

A
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Invoke
o3l wl Cg> invoke Lgxf)Li{ cnasm ytasm Asbe OT alice (Slad gos 4 S MasM bl e s Zage 5 u&

ML’L;"CUJJL““’J)J‘]”L“

Wl ) S 5 5l ekl d gene Sl
push parameter3
push parameter2
push parameterl
call procedure

:ri)" invoke I eslawwl b

invoke procedure, parameterl, parameter2, parameter3

1 45 cinvoke i eslital Lal 3,15 5 5lis en J gons Sl Uy 5 0l ool g5 ST oS ol S5 439

%b@ja)b}ju?

Jls gl 5,8 Cas a5 prototype Wb baa g, 55 50 y3invoke 3l eslasl gl
PROTO STDCALL testproc: DWORD, :DWORD, :DWORD

1055148 o Cas 2 DWORD a)'l.x.;lL{QLUfJTml{testproc¢U4{lJLglq))(_5)éc,»)\.,.o
Invoke testproc, 1, 2, 3, 4

3,8 Al 3588 s s BLal 0le 85T SO (6,8 51K 5,50 )5 1, ol masm ¢ G S gl >l 51 e

Lgh g s g Bds Sl opl 3 5565055 sl bl o3Il 5 g 8 ropan

3,5 eslewwladdr jloffset sl Ol 5 sinvoke & )le s
g e ) S 4 baw )
testproc PROTO STDCALL :DWORD, :DWORD, :DWORD
.code
testproc proc param1:DWORD, param2:DWORD, param3:DWORD

ret
testproc endp

Syle yd eslaal Cogr ol i ST prototype L5 sd o L a5 (63959 ou}fﬂ 4w Ltestproc 4 9, Jle opl s
Ll ol (s a5 inVOke

¢y
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testproc PROTO STDCALL :DWORD, :DWORD, :DWORD
.code
testproc proc param1:DWORD, param2:DWORD, param3:DWORD
mov ecx, paraml
mov edx, param2
mov eax, param3
add edx, eax
mul eax, ecx

ret
testproc endp

Wl 5 S e B g8 Jle 5 Shas
testproc(paraml, param2, param3) =
paraml * (param2 + param3)

el 5 S 53 EAX 30l S5 5,1kl illae 4o g

5,5 Jos ) S w05 oo Joee sla e (i 5 G

testproc proc param1:DWORD, param2:DWORD, param3:DWORD
LOCAL varl:DWORD
LOCAL var2:BYTE
mov ecx, paraml
mov var2, c
mov edx, param2
mov eax, param3
mov varl, eax
add edx, eax
mul eax, ecx
mov ebx, varl
.IF bl==var2

XOr eax, eax

.ENDIF

ret
testproc endp

- .z - . . . e e N . . . .
J_>'-‘)J)u;)‘ﬂw:éjjﬁjgé‘g‘)s‘ﬁ)J;osu&‘u‘ywﬁj))‘cjb-&mé\.ﬁﬁl&d‘)‘

Lgd o Code aniy Slret f@

AN
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BEEWT) él&u\ﬁ» g;-f-M'
Lo 5a T Ol oo 1) 59 9 55 ol leslazal 5l 0 eS8 e Sladan S5 51 g

API
s (Application programming interface) C—wl ol i ,l g=wl Windows APT (gLl 5 9y g cum 55 4ol o uludl

J;_:;J::_:id,,ﬁmwlﬁp)M;G‘,)\szjsuuﬁ)g:s.l);b‘ybwJa.w}:a.wtﬂ,’ctjs)'\sww
oLl sl 5l 5 59k 5 Somd (sLaaals plad (i 0k Rl 5k s APL L el (glaaisy byl 3 (i S5
93¢ pl g Sl sl sl S Sl sablas £ 1 5o b 5gdi ckernel dsle e sladll s HF S
2 CANSE Sl 53558 e bog e Ly (3luo 53 5 5, o g 4 s olis § i IS s ANST 2L,
wdy Ll 03,5 jabeioe Cogarys 0-byte ) disl oo JU 4 p gt 5 0351 (Sl 4S) U grow &5 Sy 2l
ol 303,28 0 LS S oo 3Ll ol Y 1 paarw o (5131 4 45" widechar LJB 1 aSG s (35 e 0slizal
o ol 53.53,8 ol b dimcs o 0L ile (5 2 sl ST 4 5L oS leils e OG-
Jos 3 IS 0 5 03 30l g ) 0358 atein (6 sy 5.3 5 b or atetie o ol 93 by ol

S e

MessageBoxA (A-suffix for ansi)
MessageBoxW (W-suffix for widechar (unicode))

399 9 APT milgi 9 b dll (5 o5 LT

slgh ) import libraries Lew g LS ol.icuwl asb 5 55 Wadll Sl 5 a4 55 5 9 9 API ol Lgx?)&{ Cg
33 L g (6510850 Jle (6l ) s 6y 9,0 Il Gl (U 5 (6,108 5L Cgar 53 ailbulsS -plCol e (lib
slebl (ol ooslys ol win32asm.cjb.net o )sT 53 45 Win32asm atess 5 (adsl- 55 L g gl aly ol
Alodd &1, satuew ladll ST () aluls”
:Jls (gl 5.5 S eslizul includelib & yle 31 Ol 5 oo lalbulS Ll &K (g ,138 0 sl
includelib C:\masm32\lib\kernel32.lib

135 o0 0slanul (6‘““" @’J?“"“) FESIE-IEB] (73] N
includelib \masm32\lib\kernel32.lib

omlsb e ssinclude file b 5inc glehb a5l 5 Caws 357 SleS 4 asb p 4 labolS L6 eSS Gl 4l

s A 5 BB (SIS GLeh B 51 ST 55 D) s 4 12InC S8 sl 51 eslizal L lghG g 5

23
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Dyhe Jos ) S se dasl paine b 05 ST Sl
Include \masm32\include\kernel32.inc

53 g0 iNVOke &yl bow 5 T L;J:f S S 4l &K s 0ds Ca 61}5 prototypes «inc glghls s
Pl (gl pden
kernel32.inc:

MessageBoxA proto stdcall :DWORD, :DWORD, :DWORD, :DWORD
MessageBox textequ <MessageBoxA>

itn (S o) (G4 m3 oy o5 g Kot et L5l 53 A U LANST 6551 onl 5 LB ol 3

Jls (gl 5,8 esliiul GlulS 55 5 4 4 cly‘ S10lg pinc lehb 5 (ol SbulS sleh b Bldl 51y
Invoke MessageBox, NULL, ADDR MsgText, ADDR MsgTitle, NULL

: windows.inc éjm

j).L.'.i)API BE ol ;,L{Ja? g:,._:‘_y") Lﬁ)t'a-L.w rL.oJ ngL>- 4\5:)‘3 ;H)Windows.inc C-L: LY LS‘ °j'f.) inc Jf.b
(Wl odds (s a5 O )5 o5 &y e 4 MessageBox ¢S5 Calisus slgdl 40 b g 0 ol 55 Jie (gl ool
MB_OK equ 0

MB_OKCANCEL equ ...
MB_YESNO equ ...

23,5 el Ol g oo Cal 68 O gms galial ol 51 ol Ly
invoke MessageBox, NULL, ADDR MsgText, ADDR MsgTitle, MB_YESNO

20T 51 eslazal Sy

include \masm32\include\windows.inc

£0
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.486
.model flat, stdcall

option casemap:none

399 o (*.asm) g;.e.oul o Jg]é <O J sl

includelib \masm32\lib\kernel32.lib
includelib \masm32\lib\user32.lib
includelib \masm32\lib\gdi32.lib

include \masm32\include\kernel32.inc
include \masm32\include\user32.inc
include \masm32\include\gdi32.inc
include \masm32\include\windows.inc

.data

blahblah

.code

start:

blahblah

end start

w‘x)Q)MMGM;JJZMLSLﬁM@W

486

386315 a5 (YL L) AT (sla Ki 15 g Opcodes b a5 4 8 o ool 4

ol el SVl il 55,486 Lol 3 S eslinl Ol 5 s

.model flat, stdcall

stdcall Jﬁﬂ)()ﬁ@&WQT))}_ﬁ)bM ‘\S)g:ﬁ_zjé\.bﬁ‘a- JM}‘@JL&M‘
T L g PUSH (o 4y ol 1wl sl el )y 45 Line 5 c calling convention

sl 59

option casemap:none g Windows.inc J, Sl gl p S o IS 85 g wly b ST Cs Z.

55 5 s none & 5 5 5 S,

includelib Al ools e g YL s

include A osls e 5 YL 5o
.data

A esls c..pjj:.&w caelpy glaesls s ijw

1
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.code ,Ma)‘)@éj%.muﬁfwtjﬁ
start: Sl Al Ll oo alss U pa g9 5 o adasl 4S5 790 Sl o 2
tJle
end start
startofprog:
end startofprog
PRl b il oLST

sl sib 5l galuws QJ;AJM;L@JTJLqu)ﬂ Coda. ol J gl e gs‘“"l)j“"{“i“:‘:‘f‘)t‘.‘“"f LabulsS sl 59,

Sla Cand 3 LgT a8 IS 05 57 (oS a0 5L O asl p Calides (glaciand 53 Slads 4 gT 51 015n b Conl aal

.sﬁn&mh&jﬁ

Gl 6 51 anl linker Jaw g 5L 5 g0 IS plad ¢ S oo o3l 5 g5 aali 1 3 (6 GliulsS 1 Lo aSCalKn

Ll g abulS 41l Ll exe b m) iy pln a5 s or dered a0l 4y 5 3L,

w‘f‘&.ﬂbﬂ@‘ADJ?)‘}OJLALW‘JJ"AMLJJ‘)J‘\{‘)M&Jt{)‘&uwﬁw'“nkergw‘;.ﬁﬁvjy

GO VS ST SN PN S L S| PR PR gl WL QRN W

.386 ; set processor type
.model flat, stdcall ; memory model & calling convention
option casemap :none ; case sensitive

; Include any needed INCLUDE files
; or procedure prototypes.

; include \masm32\include\windows.inc
; include \masm32\include\gdi32.inc
; include \masm32\include\user32.inc

; Write the prototype for the procedure name below ensuring
; that the parameter count & size match and put it in your
; library include file.

; YourModule PROTO :DWORD,:DWORD etc.....
.code

YourModule proc parl:DWORD,par2:DWORD etc.....
ret
YourModule endp

!

A%
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3 05,5 Jeol Sliabsl 51 s 55100 5 0la Jglde s 55 4l b OT a8 AST o dbosDe oS ) shailan
Wl gl GBS L6 eSS 0T 51015 oo gty 4 a5, ¢S5 5 Sas Cmn
35 Jes i a0y 0B S Sllib Jbesle ol
@echo off
\masm32\bin\ml /c /coff *.asm
\masm32\bin\lib *.obj /out:yourlib.lib

: The following line works as well
: \masm32\bin\link -lib "*.obj" "/out:yourlib.lib"

sy, inCJiléé_i.ijsbauBu.L:fjssﬁytgl.m\w);hwwchj!a:&:.w\g;@q-.Lib.clib‘)ilédd-uj‘m
Al el alelS” 51wl oy sla

Ul el c:.-pj y LSL“M Bl @LGJ LsLe‘lf.b Ui‘ L&J‘}"Jﬁ di'i)

4ol g sl gl

.ol MessageBox ¢S ¢SS 4 (o9 e hello world zoles asl  cpl 51 Coa

.486
.model flat, stdcall
option casemap:none

includelib \masm32\lib\kernel32.lib
includelib \masm32\lib\user32.lib

include  \masm32\include\kernel32.inc
include  \masm32\include\user32.inc
include  \masm32\include\windows.inc

.data
MsgText db "Hello world!",0
MsgTitle db "This is a messagebox",0

.code

start:
invoke MessageBox, NULL, ADDR MsgText, ADDR MsgTitle, MB_OK or MB_ICONINFORMATION
invoke ExitProcess, NULL

end start

:é}é“"{:)}ﬁ)gér‘”“"’“&_,&t"?’éﬂ
¢EA
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1wl 0s eslazw! (MSDN L;;Ua.n) Jf..) Cj& AJAPI CU 93 )‘ Js U‘i‘ BE

int MessageBox(

HWND hWnd, // handle of owner window

LPCTSTR IpText, // address of text in message box
LPCTSTR IpCaption, // address of title of message box
UINT uType // style of message box

!

Parameters

Identifies the owner window of the message box to be created. If this

hWnd parameter is NULL, the message box has no owner window.
Points to a null-terminated string containing the message to be
IpText )
displayed.
. Points to a null-terminated string used for the dialog box title. If this
IpCaption

parameter is NULL, the default title Error is used.

Specifies a set of bit flags that determine the contents and behavior of
uType the dialog box. This parameter can be a combination of flags from the
following groups of flags.

O 1l Lgaj_abvé\.{é‘axi‘;_wbi.)xi_g:d.ﬁ Iy Qu)f)chMessageBox @U Aol p oo abesMe oS ) shilen

. MessageBox & AT 53 sMessageBox Ol g azi y a0 L;Jfa)w Al sl b &S elhy aziy 4 6J?0)L5‘

.Lﬁu)gw‘éj_?a)u:‘ IpText.sls 4 2 Null s 3lus |y, hWNd Q\}J@:)l.k}&laﬁ;;ébuuﬁ&;ile\{e\q-‘,}t{
Lyl a3 8 130T 55 a5 390 20 a5 ¢ alablo 5 S CoadT ¢ ot S73 0l g8 ST 48 Sl lims s 3590 ]

Byl 5L

Pl ) gk iy e 0 gon dule i 33 IS 4 S
.data

MsgText db "Hello world!",0
MsgTitle db "This is a messagebox",0

4..:(-_5_22.4 (aMdeLK)w‘qu)‘é‘&Mu)&w‘uaJ‘JMC)F6WMdata
(o3 § adin &S v cul) JU
3,5 Al g crash uuﬁsj.&é_i:KQTOka\.‘SsL;”MessageBoxﬂuj\m):ﬂnu:wlﬁjcbjifl

VOID ExitProcess(

UINT uExitCode // exit code for all threads
)

A
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d)‘g““j_j)A%)u;ﬁ“‘uﬂﬁj‘uuﬁggﬁtiT

ST e esliial 5 g I8 4wl (gl ExitProcess I gdu g 5o s 4l

(5 JSK&) sl 1 sbuild L6 masm32 53 Z sl Jie oyl

1 "
A& AT SIS AT B S Ljhilai
File Edit Selection |
~u Compile Besource File r":, % @
D [} E L Assemble 45M file e Q q % - D =
10

nciuureriyg

Tools Code Templates Script Help

| ]

Link ©E1 File
il'l[:lU[lE \i Assemble &Lmk 132.1“[:

include : Build Al 2.inc

include T ws . inc|

-data Cansole Link OB File

MsgText db Console Assemble 2 Link

HsgTitle db Console Build All ebox™, 0

-code Run Prograrn
start:

invoke HMessageBox, HULL, ADDR HsqText, ADDR HsgTitle, WB _OK or HB ]
invoke ExitProcess, HULL

| <I]]

end start
Im 12 col 39 Build Al F9 Indent OM File saved at 439 bytes

.asm32 4y ol gl 1 sbuild VY Ss

| ISR SR ES S el P VK m

\l‘) Hello world!

wl ool gl 1l sl VY S

lyexe Job uw 503,5 55 Lls |, 0llyDbg asb  Idol (S odalia | yexe b disassembly dusl Lasde S
L 5) <ol 5L > |16 /http://home.t-online.de/home/Ollydbg ys &T (Sl e ysT 51 sl cpl kS 5L 0T 53
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)W&))ﬁMessageBOXcULguf.n‘)l.;6}.:?)‘_}.5.:_,_54.:..\_&ujfg‘@wjéaﬁﬁjp)s
3,5 odalie Ol 55 go Iy 008 5 Sy 523 Jslas Opcodes Asle K5 LoDl
. . - é M . . . .
D55 on e i 43S S5 558 Gl 5o &S 5 ez g sgte bl o

".3_,.3@4“;-)5@Hﬁ‘&ﬁﬁijbﬁbjjﬁés‘x‘ywwlubﬁwﬁwlj‘,:wsﬁ"

- 201lyDbe L exe
File Wiew Debug Plugins Options  Window  Help

S x| win| wis ¥¥| A + vje|mM[T|WH|Cc|/|K|B|R|..|S| ]

@ e T R TR E e S o L B

AA46 1 B33 40 PUSH 48 Stule = ME_OKIMB_ICOMASTERISK!MB_APPLMODAL
HE4E1EE2) ) . &2 B028488E PUSH 1.B8848266G0 Title = "This iz a messagebou®™
AE4E1E67F | . &2 BE2EA488E PUSH 1.884R26066 Teut = "Hello worldt™

Ead4ai@ac(| . 6A 88 FUSH @ hidwner = HULL
BE4E1EEE || « ES 1FBE0EEE CHLL <JMP.%user3z2.MessageBon| LMessag=BonA

AR4E1E1E(] . &6A B8 FUSH & ExitCode = @

HEdE1ElE | L, ES DeEE0EEE CALL «<JMP.&kernel32.EnitProc LEx itProcess

EA4E1E1A| ~FF25 822840008 JMP ODWORD PTRE DS:[<&kernel32| kernel32.CreateThread
EE4E1E2E| ~FF25 88284004 JMP DWORD PTRE DS:[<&kernel32| kernel32.ExitProcess
Aad4Eiaze| ~FF25 8428460068 JMP DWORD PTR DS:[<&kernel32| kernel32.ExitThread
EA4E1E2C| ~FF25 14284808 JMF DWORD PTR DS: [<&user32.w user32.wsprintfA
EE4E1E32| $-FF25 18284800 JMP OWORD PTR DS: [<&user32.M uwserdZ.MessageBoxA

aa4E1833 S]] OE &4
BEA4E1833 S]] OE @8
BA4E183A S]] OB &8

.OllyDbg 3 ol 4t 5 asl gl aamsl s Sl IV S

3999 (eow! 53 lddily b Ll

P, e, gl Al dms JU 4 o sbee olassil D) 5o 4 by 05 6l ) glaesls S5 5o
zero )Jugp;a'uéuu)L{APIC{\;q;\w..&:;xdum).umM>ﬁyj~:;u:ﬁvv slajady
(L S, L 8 (glow) el JIs éj)ﬁum)Q)KS@1;59¢jY S 0,8 (terminated  strings
R
,wwugwL@;\.gjbému)wwu\u\wiwﬁ,wdugp&,‘&um}é}y}&:
Sl 3 o Sl 5 T 5155 50351 6 o 43 09 S

:(JUQ€@6uQQj161q\JT‘}§Lq)@\J{jgb)y«g.dataszmjé_i.igaiﬂuijj
MyString db "This is a string",0

0)
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SEDI ¢ESI (gls 2 51 (REP/REPE/REPNE of on 40) Laaziy b IS (gla iST| zusl ¢ (o WY (slajsdn g 53
3pbonysT i sy ge b i aSGlesl 1y 545 S b fadly gs ol oo o3linul il [ Sis L Ol imy ECX

OB

1Jks
Sl dan L) dest BL o 1usl a5 ol odd 5 3 uimmen (ol oS g & Al olesource sl s
a5 LS Sl (2Ll B e 5 IS 651l 4 (ate sla ab 035 S
cld ; set direction flag forward
mov esi, source ; put address into the source index

mov edi, dest ; put address into the destination index
mov ecx, In ; put the number of bytes to copy in ecx

; repeat copying bytes from ESI to EDI until ecx = 0

4
rep movsb

rep HLS Slej . dalS oo ECX 3l usly ¢SS 503 ,S" SEDI 4 ESI I 1, Cub o cmovsb 2871 zusl Js opl 55
S5h ao ol eX aS Ll s desls

cld ; clear direction flag to read forward
mov esi, source ; put address into the source index
mov edi, dest ; put address into the destination index
label:
lodsb ; load byte from source into AL and inc ESI
stosb ; write AL to dest and inc EDI
cmp al, 0 ; see if its an ascii zero
jne label ; read the next byte if its not

03,5 Jes sdereferencing ;I eslewl JJAo) ducs jia - LODSB/STOSB ;I MOV/INC ¢ jdsde (slbaedsls 5

(bl gla 5T Ol g o3lizul 5 30 (s uwr

mov esi, source ; put address into the source index

mov edi, dest ; put address into the destination index
label:

mov al, [esi] ; copy byte at address in esi to al

inc esi ; increment address in esi

mov [edi], al ; copy byte in al to address in edi

inc edi ; increment address in edi

cmp al, 0 ; see if its an ascii zero

jne label ; jump back and read next byte if not

oy
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QJHqc(sj.&@a\“?Afr.apairing oT 4 «") dual pipelinesp@uﬁ;jisﬁébﬁul@1;@\l}b‘j)§,\f

: Anonymous labels 5 %o

(O &l b i D9l i 25) Sl o) Sy g 40 5 0kd 2 ma MASM 5 ()1 IS 0L
@@:
G P I
el 0 (s 5 ST asls| 53 @@: e 9l ST ol 4 B S jmp @F

21330kl S5 B 5l S @0 s (S S ol 4 i (S JMP @B
:LQMJQ)L{JJJAJJJQ‘J‘;&A

g ] el OT sldel bis 47 5 g 0 4y &S5 03 57 s
sl BV (g 5lan "9" Uslae Sl sde 5 FA (g 5ls "0" Uslne Sl e

NumOnly proc source :DWORD, dest:DWORD
mov ecx, source ; put address into ecx
mov edx, dest ; put address into edx

@@:
mov al, [ecx] ; copy byte at address in ecx to al
inc ecx ; increment address in ecx

A
; perform byte modification, replacement or omissions

cmp al, 0 ; test for zero first

je @F ; exit loop on ASCII zero
cmp al, "0" ; string literal

jb @B ; if below 48 "0", jump back
cmp al, "9" ; string literal

ja @B ; if above 57 "9", jump back

mov [edx], al ; copy byte in al to address in edx
inc edx ; increment address in edx
jmp @B
@@:
mov [edx], al ; copy ASCII zero to address in EDI

ret
NumOnly endp

oY
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g o b

IS 5 ST S sl g, 08 5 KS Ol 0 IS K s (65,5 Jlasl 05,5 4ot S ag STLe

Do_This_Operation MACRO
; write your code here
ENDM

135 03l OT 51015 (o S 53 0T pb 22 5 L (Solo &y s
Do_This_Operation

S DM ) sl e 2 Sl ST 3 5 003 oy Lo | 5Ty o Lot A7 55 5 ST o ool 40

(e (gl 3 e Ll 5 o 5 eyl 5 STl &S5 s

RGB MACRO red, green, blue

XOr eax, eax

mov al, blue ; blue

rol eax, 8

mov al, green ; green

rol eax, 8

mov al, red ; red
ENDM

il 5 S w0 0T Sleslizal iy,
RGB 125, 175, 225
or
RGB Bytel, Byte2, Byte3
or
RGB dl, ch, di

el ol Codm OT 3zt U Sl jw |5 Sl zi baas gy Sl ay STl (gl 1 s e

g 5l yo Jomo Syl 5l

DLSG 5 S 5,8 L ol 5 Aol (o o 55 o ¢ 5 STl 0 L 5 093 4T s n ) e S

o ol el e (S G B O 53 (6 gt 03 B 1) 5 STl ST el Sl a5 b 2
338 0 6 Gl sl g o

5 Las She 3 oy Uy o5 (51, LOCAL (DIRECTIVE) > 302y (5,8 S5 L MASM > ke oyl il g5

.n;@&)K{,ﬁ-Q)y

0t
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MyMacro MACRO Parameterl, Parameter2 etc ...
LOCAL MyLabel
; asm code
jmp MyLabel
; asm code
MyLabel:
; other asm code
ENDM

sl gl L gy 53 OT (s 5 Cow b by | 53 LOCAL 3 gaiay 457 Cudils & L

g ol Oliab! LT 0555 )15 516

Myl byl

5,8 by oy oS dilen LT L 015 U (asedae 1 63101 L) ol oa HUST 55 la osls 51 a5 8 ¢ b o5

RECT STRUCT
left DWORD ?
top DWORD ?
right DWORD ?
bottom DWORD ?
RECT ENDS

g:,.,w‘a.bﬁu{.ﬂw@)‘@))‘MrJﬁéwww‘).}?g;#)\&
L, 8 o) abasle 53 Jlge Oy g 4 DWORD ltie ¥ &y s 40 it ol (slise]
::ﬁ@wﬂjJﬁ.&a\{ha\.u)(_))):Ln‘d,é;fléj):;ﬁéhé_o\Lg!ﬁ}:se\._.bl)l.\.&.aolju_».datagL.M..S):
LOCAL Rct :RECT
; code
mov Rct.left,
mov Rct.top,

1
2
mov Rct.right, 3
mov Rct.bottom, 4

0T i ;K sadadlo o gloe 0 JUa! ol ol disly o aliblo i ghos &S5 ¢ il Lol & ol S50 p5Y

o ey 3L 5 238 eSS iy L L Sl ol 55 e e s o5 4

00
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:J;OJL&:M‘JH"} ui'r))j‘ Q‘j@)}.&.ﬁ)cb})b Lﬁ)t'a-\.w)‘ el LS‘J{
.J\JJLE:}\@UA{UJTJJJTWJ:;Lgu)l.kiapyﬁsuﬁl.l\))hﬁ-Lw&Lé_o‘Q\j@l.L:fl
Invoke APIcall,parameterl,parameter2,ADDR Rct

23,5 Jos 5 JSB 4 015 a3 OT ysT (gl slstla jyolie il s 4 5L oSyl i sl a5
MyProc proc parl:DWORD,par2:DWORD,MyRect:RECT

mov eax, MyRect.left ; copy first member into EAX

195 90 o Syl

ui))45..\._&\.36_‘1‘,_513}_5Lgu)tﬁ-LwJ"o:Lém\g;.w‘(yfj)u\;uAPIc\jj\&:\ﬁ)Aafé:)\yjlé

Cl 5 e 4 MASM 5 LT (s
MyNestedStruct STRUCT
iteml RECT <>

item2 POINT <>
MyNestedStruct ENDS

ST e enlanal 5 ksl g Al i jad i oS RECT Hltlu oo kst le 0l

POINT STRUCT
x DWORD ?
y DWORD ?

POINT ENDS

20T 3l eslizul (gl »
LOCAL mns:MyNestedStruct

mns.item1.left
mns.item1.top
mns.item1.right
mns.item1.bottom
mns.item2.x
mns.item2.y

1 3L 438y (S 551

1 MASM. 52 0l JUml T 4y o 55T Ol sims b ylist L 487 sl o gun o 5 5oty 5 APT w5 51 (golutad (1 b 5o
.g;wmms\)u“;;uu&a\ﬂwwﬁq&auw
il 3 g 4 OT Jsldze 3y ¢ als Jlasl 45,5 ¢S5 4 1) RECT sl o ysT b sl 5L 51 Jle
Invoke MyFunction,ADDR Rct
Wl 25 S 4 i bl
MyFunction proc IpRect:DWORD

o1
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w‘ﬁ)pﬁ)bbuhmduﬂbkLs.ﬁ.}uﬂ).)"—u;r))

mov eax, IpRct

mov [eax], DWORD PTR 10
mov [eax+4], DWORD PTR 12
mov [eax+8], DWORD PTR 14
mov [eax+12], DWORD PTR 16

)}ﬁd&b‘ﬂo%suuwbb‘ﬁb&gﬁmJHJ%L&J})J}@M}JJL&MW@)M6)bbé‘j
RN I

el ks iy 5 a3 1 45 81 g g ASSUME b 4 (55 san y MASM 5

ASSUME eax:PTR RECT
mov eax, IpRct

mov [eax].left, 10
mov [eax].top, 12
mov [eax].right, 14
mov [eax].bottom, 16
ASSUME eax:nothing

oS S, RECT [l Aslan €3X a5 b 457 558 oo 41 ol &0 S ol s
sl oy OLL @ ol S pl T 5 b IS 47 ol Line o] 4 ASSUME eax:nothing

: (type casting) s s Jﬁ)}éé;ﬁié T3

mov eax, IpRct

mov (RECT PTR [eax]).left, 10
mov (RECT PTR [eax]).top, 12
mov (RECT PTR [eax]).right, 14
mov (RECT PTR [eax]).bottom, 16

IVCH+ 4 ol Slabb 00 5 48Lo!

&l s B LW VCH+ 4 b o jalinker LMASM s ol L 0bj (slgh b s 4 55 2ty o5 shailen
SVCH+ s T 31 esli
Dk gl (V‘S 03Ul nl g5 oo oTlink.exe 1) doles aseive Iy masm32 ;U o bin ()55 515 e (gl
C:\MASM32\bin

:Aﬁum?iijWcTools 6}&4{VC++4{LJ{JAIDEJJW

Tools/Options/Projects/Visual C++ Directories
oV
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Options &

(] Enwironment Platfarm: Show directories for:
[2] Texk Editar |'u'u'in32 L] JExecutaI:lIe files _"_]
(] Database Tools _
(0] Debugging ~/||‘fﬁ| }(| +] ‘I‘|
& HTHL e $vaInstallDir ) ommon? lide L:J
{d Projects :\Program Files\HTML Help Warkshaop! b

YiZ++ Build $iFrameworkSDrDir ibin

g MC++ Directories $iFrameworkDiri$(Frameworkyersion)

[ Windows Forms Designer Ef{mmggﬁgﬁ'wsmmz
] %ML Designer CWINDOWS) System32| Whem

Executable Directories
Path to use when searching for executable files while building a YC++ project,
Corresponds bo environment variable PATH,

0k Cancel Help

IDE Clebs —VF S

(o) Ao It e 2157 5 A lad BLS1 soes pl ) 0k S5 (65 55 515 g
S slowl console 4sbs &S aalsl s

u\:..f alsl ajjj.; @ btest.asm C-L’ L (G J‘.’.b J‘.’.J Ji.& &Lb.ﬁ B

4b x| Salution Explorer - Examplel %
== g
E Solution ‘Examplel’ {1 project) g
E] = E:Hapl _ i
i . g e
m &dd Mew Tterm, .. || Add k
[ Add Existing Item... Add Web Reference...
# Mew Folder X ok
Y Add Class... Copy.
e Add Resource. .
"r }( Remoyve
| Rename

Properties

a})ﬂw%b&buéfﬂu‘—\a‘}g
oA
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(W35 v i OT 3,10kl Hlst o 35 50 53) dyles lsltest.asm b6 4 ly 5 oslu a8

.486

.model flat, stdcall

option casemap :none

.code

TestProc proc dwValue:DWORD
mov eax, dwValue
add eax, 100
ret

TestProc endp

end

Ll S a ply ool e 503 S LSl 6395541, Ve sde ST
L;i}?auﬁwL;)_;U'\W)n;@\)&:&‘)iuwj.g;ﬁmba;mJibund ool b aalsl s
(s JSK8) wS™ Ol 1y ol g

Canfiguration: |.ﬁ.ctive(DeI:uug]l ﬂ Platform: I.ﬁ.ctive{'r.-'-.r'in32]| ﬂ Configuration Manager.
] Configurakion Properties Cormmand Line ml jc fcoff [Zi [Fo"$0utDir 4 InputMame). asm.obj" |
General Descripkion Assembling. ..
=5 Custamn Build Skep Outpuks $C0utDir it $(Inpukhame], asm. obj
g5 General &dditional Dependencies

oz Liis K‘EI'

ml fc fcoff (Zi fFo"$fOutDir$Inputiame), asm.obi" "${InputFileMame)"|

Macras == M

(4 Cancel | Help

Build ol g 03,8 i VIS

LI, LW |

iBackeutferip

04
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WS 3,05 0T ja 1y 555 Ol jp L e 903,8” Olsesl | custom build step/general &
ml /c /coff /Zi /Fo"$(OutDir)\$ (InputName) .asm.obj" "$(InputFileName)"

s g OT OULPULS Conad 3 puieod
$ (OutDir) \$ (InputName) .asm.obj

A o3kl debug build CJl- &y g opl 4

Aoled Code 1, /71 gl s Ll 5 oo release build Sl (6l

1C++ Lyl ).,Ml.,\f@lgéljé

:r‘tfgs“’g}“"j.).&)}*p‘\'ﬂc-l"l-JJJl?M‘)J°Mm}’.GUJf.ﬁL5‘J{
extern "C" unsigned int __stdcall TestProc(unsigned int dwValue);

o le s
int main(int argc, _TCHAR* argv[])
{

unsigned int dwValue = 100;
unsigned int dwReturn = TestProc(dwValue);

printf("%d\n", dwReturn);
getchar();

return 0;

cUéj)ﬁbreaprintQJ;r:_E.ﬁL{Q‘_,_}'Ls_acuubi- MBW@jJ}&‘J’."}W%‘)J
3,5 ¢S Us 35 VC++ IDE 05,3 1y Jual 45" TestProc
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ol g 1 el g s
3T A o 5 Lo 5T Ll (8 e L 8) A g podalicaly glbast 5o3 pxa 3, S|
ol CJL.A vahid_nasiri@yahoo.com

1- Win32Asm Tutorial by Thomas Bleeker. Web: http://www.madwizard.org
2- Masm32's help files.

3- Iczelion's Win32 Assembly tutorials. Web: http://win32assembly.online.fr/tutorials.html
4- An Introduction to Assembly Language I/II/III by Darwen.

Web: http://www.codeguru.com/Cpp/Cpp/cpp_mfc/tutorials/article.php/c9411
5- Win32 Assembly parts 1-6 by Chris Hobbs.

Web: http://www.gamedev.net/reference/list.asp?categoryid=20#101
6- Win32 Assembler Coding Tutorial. Web: http://www.deinmeister.de/w32asmie.htm

a3
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