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98 saliial Gl sine suel 5sui g ol yen S Hyper Terminal a5 Sewnes aliis 515

s Gl 3 lsiee 558 Hal, 4 a2 sl SIS ol 51501, Secure CRT (e il &€

I des Ao slgidiy w S suliin PUTTY L 5 SecureCRT Hyper Terminal b (abias
V.G RTVY PIR T EGY PEN KDY PRV LR . QA By

lam) Start>Accessories>Communications 31, o1 Hyper Terminal l,al s
Calao 1aisl 5 gais g sla daid Koo (gl 00, Bda B g Haaug 515 el ol sl 5,k (S
s il was Connection < Hyper Terminal o sl sad cuad 5 gais g ol yoa 4ol s w gl
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Enter details for the phone number that you want to dial:

Courtry/region: | United States (1) |

Area code: IEEEE

Phone number: I

Connect using:

QK I Cancel

Wb o5 0T L LSS gl € uptie i COM S Jlses 55 08 ol san waiS b
ey b COM sliadiiin & 550 Gupe S CLADIH ) IS 0550 &, 5 8 L COM2 <COM1
S ORI 5 S Gallas 1 el 4l 5o @ 9600 (suls )48 o gums S J g
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Port Settings I

Bts per second: [EETONINNNE - |

Data bits: |2 =]
Parity: | None =]

Stop bits: |1 =l
Flow control: [None =]

Bestore Defaults |

ok | canced | ieeb |

I, S, Prompt wLENter  5o,m8 U g wl suds Jualie S35 0 Led OK S GRS L
.JfSSaA.AL.i.A

S0 S a1 Glesd bd wb adls (s S0 S asiS Juoy JsuiS 1) 555 (S

fa s 5 e o500 5 108 GuaIL 51 guaaie sla alyy T (oS rigs b asss b,

Restricted Rights Legend

Use, duplication, or disclosure by the Government is subject to restrictions as set forth
in subparagraph of the Commercial Computer Software — Restricted Rights clause at
FAR sec. 52.227-19 and subparagraph (1) (ii) of the Rights in Technical Data and

Computer Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc. 170 West Tasman Drive San Jose, California 95134-1706

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 20-Jun-07 11:43 by prod_rel_team
Image text-base: 0x60008DF8, data-base: 0x6296A000
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A summary of U.S. laws governing Cisco cryptographic products may be
found at:

http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Cisco 3640 (R4700) processor with _

R4700 CPU at 100MHz, Implementation 33, Rev 1.2

DRAM configuration is 64 bits wide with parity enabled.

G b RAM e 4 feud soliind s 10S an H1 € Ko o s 35, YL Jle Lo

oa .o la Flash Memory sy 5 (Configuration — ladass s 1agSs (s1,) o,la NVRAM ¢15.s
el sad K3 o1 laas 5 Serial  Fast Ethernet sl Interface ;o

b «wls NVRAM O9od b olalis LB 54, 5 adl sadd aliis § 5S6 5, S
1 s Suile gl o gem 5,8 51 lsa (388 5 suls (sla Ul g e b 4S5 sde |5al SETUP
i o saaline 1, SEUP L) Lo aiSie alas

--- System Configuration Dialog ---

At any point you may enter a question mark '?* for help.
Use ctrl-c to abort configuration dialog at any prompt.
Default settings are in square brackets '[]'.

Basic management setup configures only enough connectivity
for management of the system, extended setup will ask you
to configure each interface on the system

Configuring global parameters:

The enable secret is a password used to protect access to
privileged EXEC and configuration modes. This password, after
entered, becomes encrypted in the configuration.
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The enable password is used when you do not specify an
enable secret password, with some older software versions, and
some boot images.

The virtual terminal password is used to protect
access to the router over a network interface.

Current interface summary

Interface IP-Address  OK? Method Status Protocol

FastEthernet0/0  unassigned  YES unset administratively down down
Serial1/0 unassigned  YES unset administratively down down
Seriall/1 unassigned  YES unset administratively down down
Seriall/2 unassigned  YES unset administratively down down
Seriall/3 unassigned  YES unset administratively down down

Enter interface name used to connect to the...
CLI L s 5o, a4y 5 oy g il SEEUP 5 5l ail sine CoNtrol+C - K< g

ol

Configuration aborted, no changes made.

Router>

Lasio ol Gusbe 5l sl HTTP , SNMP Telnet AUX 55, & Juasl sleal, S0 5l
5 (07 2o L) asle slysConsole LS ;o AUX o, s 5uis 5 oy 1) 350 olabis ol sie

In-band Management 1, AUX Console g 55, cupmae 5 Jladl sla (3,

Olsise il Restart o Lo 555 S cl bae T € s i Glo)y et 5o 4S o Sie
Js8 51 S, b 2 ola L Out-of-band sla (a5, & (o sins 1 Lol cass J S (555 15 s
ouriews BB OTIP 5 sls IP sl sl&ivs 5355 4 gu S Telnet gl Jlie 5 shy ol sy ailass

sl sad adlais o 55, Password o1 s s e
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CLI baae

WO s e tens s 5o Swnis adliis (g
(User-mode) . IS oujicus
(Privilege-mode) Admin . yius

buas 03l ab S PING 5555 0500 3L 1P S B aal cals 1) ool (oB1es JBe 5 shas oo gatine

.=l User-mode

S sy Ciss s Gl 4 Sl ) shas st Juoy S5 4 BB

Router>

(EXEC 1 Ko ab) Priviledge-mode  « wb avsily disils o 5Y0 o st oSl 5l

x}JU&MMJMe@‘enable JJZMJLMQ]JLSO&‘JﬁJJ.}

Router>
Router>enable
Password:
Router#

=S 58 5 aal i Password  Las 51 YL Jle 5o GIA s asl sads i 5, S
Ol 5 st sy PASSWOrd 4355 e 5o (J oS 330k 3)) -l cacss Privilege luas o Wil siae
:Enable Secret (Password) auss sl o5l osa s default = pms 5355 4 o< Telnet

RouterCOMfiGHeRm

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)+EabIESECretpassWordI23

Router(config)#exit
Router#

*Mar 1 00:23:45.375: %SYS-5-CONFIG_I: Configured from console by console
Router#

LConfig T, sius by « el Configuration Mode  aiss, o Jals <€ gasas e
oies Gal) asa S i yas |, Enable Secret upes .ol o siws L5 Configuration Terminal
o5 b oS 5o B (cl c0n8 o I0S 4 L e «S 0 ,S slisl Enable Password L,

Ol st Gl e yiews B wilas |, password ¢yl wb ae s Privilege Mode « aal 52, enable

R PEIR
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Jé:)uu..\.a‘JJPJ@&‘%(J‘HC»OM)“Q” ASAS@“SC.\.HJ‘L}&‘CLI L:\JS‘;:\J.&
aslsice TAB sl Sy ad o i€ AT 1y laslal oy 50 ial,ly oaaie slasiel sl oo 31 L
:‘s:\:\SLJ.AlS|_)JJ:.A.u-J4:\§:$

Router#Cont?

configure

Router#conf[ TAB]

Router:
confirm Confirm replacement of running-config with a new Config file
memory Configure from NV memory
network Configure from a TFTP network host
overwrite-network  Overwrite NV memory from TFTP network host
replace Replace the running-config with a new config file
terminal Configure from the terminal
<cr>

Router:
<cr>

Router#GORfigUIEterminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#

Control + R .La slgnl & Control + E 4 5 s 5500 b 5 s Control + A << oy
slan) el 5w ol sise configuration mode 31 Control + Z G 5 a<usrefresh 1, sicus

(end 9 EXlt JJL—UJ

lJQ‘)é}MJ&A&S?}YJJJ‘JJﬁJSJMOﬁﬁHelp &l “?” S soliial K gl
L) a0 15 ostess S Jsl Soa i LS Olsise s g Lo shie da gie 555 B anS b JolS
ol €NADIE laa €NA Mo ((adls Gl s sa s Byoa Glea b ol [ sin € o b

Router con0 is now available

Press RETURN to get started.

Router>
Router>ena
Router#
Router#disable
Router>
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s Interface gl s

Ethernet  Lal€,u ool 51 (S o sadne ooy o selm sla it 4 Interface Gaob 5 Sy
IS il o juse 850 Ethernet U5 55, 51 ol Gusis Ho s dea Gle) oS GLAN o<t ol
waiS Jlad 355 o0 ), Interface o 5 su S Jo s RIAE o5 ), St

s 4 Jlasl g1 Serial Interface .oyl 5u s S sla Interface Ethernet S
L o geine soliinl (s lasinl bghka) Leased Line 5 3l sls (b 4 4kas) Point to Point sla
2o suliinl ATM Interface 50 ADSL Jlas! g5 das

«S wiiewa VoOICE-pOIt <L sais swa Interface o, sms 55, 59, VOICE sl s
s E1l s T1 staController Ko< gu g Jhiass LEXS G FXO 5k 31 ags SHGT dacal g
W sadine saaliie olaadais

aause ialas (Configuration)

G S S Jumy G selom sl ot 4 1, 3y, dnterface pea S oLl oS slailas
S oo Fixed la 5y, oo ladnterface  osd Jos o) St maa 4 s 505 Interface
Joy s, wInterface Card L Jy5b b s (L¥535L) Modular  sla 54, jo 5 ws,laylLs

L gdire
aanse Las 15,2800 54, ey JS&
(3
S e = el e e e e
; c.-;oma = LI VoL EAS R g e e ]
O O e e . T

e T - s .,.._.I ¢
P 2= [ ] e | e iy T‘I e | 'lg'éa =} % e
® i

L;ugdmjdf@m‘_,ﬁy‘A.AAA._\SA.AQL.:Z-SG.AAT:JALJ.A}&[S‘&JSAMJQL}QJJ‘J&4SBMW

S o Ll T Gt 53l alaad ) geien g5 4
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Ethernet sls «<us (o) s Fixed o, sas Interface 99 9y Ol (S dads S 3allas
G1 s,led)sad i S ks o la Interface Card s J& a4 ol (R4S o, « Jlail)
< an Koo HWIC W Slot ) 0 ool sass 53 WAN Interface Card 4 L s K 50 < (4
Oleolial Hul, (suanie sla Luid iul S aas < s Module 506 35 o led jo.aiiiua K5 <
s

wase oLis 1, 3745 iy, 5 Jie

121090

,
® © ® ©

Network Module s, =)l 4 5 La Interface Card 6l o) i (JSa Gallas

Jasbe da 5 oad ol 5355 JAks L1580 cdia da avinn € Gl gl ead a3 K s 0 L (NM)
:axiss suliinl Show Diag s Show Version | sivs 51 asjls ola

Router#SHoWidiag

Slot 0:
Fast-ethernet Port adapter, 1 port
Port adapter is analyzed
Port adapter insertion time unknown
EEPROM contents at hardware discovery:
Hardware revision 1.0 Board revision B0
Serial number 7720321 Part number 800-03490-01
FRU Part Number NM-1FE-TX=
Test history ~ 0x0 RMA number  00-00-00
EEPROM format version 1

Slot 1:
Mueslix-4T Port adapter, 4 ports
Port adapter is analyzed
Port adapter insertion time unknown
EEPROM contents at hardware discovery:
Hardware revision 1.1 Board revision BO
Serial number 10300772  Part number 800-02314-02
FRU Part Number NM-4T=
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paay webalAl IP S 5854, 0 O Ky

Goob 5l sy ausle IP Address & 5l ansl Llsyl 5o P la 4 b o<l (5
Ol B ol asyinterface 5o sl IP Gy s sdie Jom s ciline (sl «<un 4 iula Interface
g ) Jie winterface G IP Lalaial gl s ol Cluas s 7 51 s i Interface
TN

Router#GOfiGUIEErminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)
Router(config-if)
Router(config-if)
Router(config-if)
Router(config)
*01:36:52.263:%LINK-3-UPDOWN: Interface FastEthernet0/0, changed state to up
*01:36:53.263:%LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0 changed state to up

*01:36:53.831: %SYS-5-CONFIG_I: Configured from console by console

Router#

95 0/0 =, ) Interface fastethernet 0/0 ¢ 5,0 upes a3, cONfiguration we o s

sassl Jlad 4 Jlad e wlls 51, Interface T No Shutdown S asuls palaial 15 IP (535,

exit b 5 asiss 5 configuration mode « exit <<« Interface Configuration we 51 Guwes
a8, EXEC « S

O3 Olsine 5 o Ko SYSLOG Lo aliy ol 4 4S50 Lo o albay 4 WL Yo 5o S
£o S SIS eiuan B ulin ;s SYSLOG SERVER & 4, SYSLOG S5y L1, e by
Ol YU @ a g aly tenel YL FastEthernet0/0 o< w Koo Jol alyy -pndils 4itls 5ol wasse
ases aby 5 (ol Jumy oSt 4 La3l g o) 5 Sa) 53K0s oLl FastEthernet0/0 . Protocol
el il slalis 5ol (Sl Console ) atiw «€ wKue o) e
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Show &S 4 Jtula

EXEC o 3 foaal 80t Jlael asl suls aladl 4 Sladali 4 g fiahe S Lol ..
v 15 S 4as show ip interface brief L 4l s

Router+ SOWipIiAterface briet

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 192.168.100.1 YES manual up up
Seriall1/0 unassigned  YES unset administratively down down

C)T 83508 Saw! JL’.Q 9 sas! YL} FastEthernet0/0 «< W YLs X PR! ﬁj)& od
administratively down o le b 5 ol ol Seriall/0 « s o sud o 192.168.100.1
el Shutdown s lalsss o dnterface o1 « wiie s ,La) ol

Configuration mode s 4S uls 4a 55 Wb 4K soliinsl SHOW ol sius 51 4l (55

3 e sals L Router# o seas «S . asls (EXEC Mode) Privilege we o550 5 aviilss

?ﬁJ)SWJx‘)JJ:a.uAMOJSSGShOW Q‘JJL—UJ}‘

Routers SHOWVERSION

Cisco 10S Software, 3600 Software (C3640-JK903S-M), Version 12.4(16),
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 20-Jun-07 11:43 by prod_rel_team
Image text-base: 0x60008DF8, data-base: 0x6296A000

A summary of U.S. laws governing Cisco cryptographic products may be
found at: http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

Cisco 3640 (R4700) processor with 94208K/4096K bytes of memory.

R4700 CPU at 100MHz, Implementation 33, Rev 1.2
1 Fast Ethernet interface
4 Serial interfaces

DRAM configuration is 64 bits wide with parity enabled.

125K bytes of NVRAM
8192K bytes of processor board System flash (Read/Write)

Configuration register is 0x2102
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Router# SHowidiag

Slot 0:
Fast-ethernet Port adapter, 1 port
Port adapter is analyzed
Port adapter insertion time unknown
EEPROM contents at hardware discovery:
Hardware revision 1.0 Board revision B0
Serial number 7720321 Part number 800-03490-01
FRU Part Number NM-1FE-TX=
Test history  0x0 RMA number  00-00-00
EEPROM format version 1

Slot 1:
Mueslix-4T Port adapter, 4 ports
Port adapter is analyzed
Port adapter insertion time unknown
EEPROM contents at hardware discovery:
Hardware revision 1.1 Board revision B0
Serial number 10300772  Part number 800-02314-02
FRU Part Number NM-4T=

Router+ SOWipliRterfacebriet

Interface IP-Address OK? Method Status Protocol
FastEthernet0/0 192.168.100.1 YES manual up up
Serial1/0 unassigned  YES unset administratively down down
Seriall/1 unassigned  YES unset administratively down down
Seriall/2 unassigned  YES unset administratively down down
Seriall/3 unassigned  YES unset administratively down down

sl LIS & Serial Number 51580 ca s gl Wl sise «S SNOW @l iy Kou )

Routers SHOWRVERTORy

'NAME: "3640 chassis", DESCR: "3640 chassis
PID: , VID: OXFF, SN: XXXXXXXX

'NAME: "One port Fastethernet TX", DESCR: "One port Fastethernet TX
PID: NM-1FE-TX= , VID: 1.0, SN: 7720321

NAME: "Four Port High-Speed Serial”, DESCR: "Four Port High-Speed
"Serial

PID: NM-4T= , VID: 1.1, SN: 10300772
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aiSae saliial 55 st 51 535, Configuration s sl

Routers# SHOWFIRNINGSCONTIG

Building configuration...
Current configuration : 996 bytes
|

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

|

hostname Router
1
boot-start-marker
boot-end-marker
|

enable secret 5 $1$kRKISRcJRBAMTq8/Xqgtm.YSTSA.
!

no aaa new-model

memory-size iomem 5

!

!

interface FastEthernet0/0

ip address 192.168.100.1 255.255.255.0
duplex auto

speed auto

I

no ip http server

no ip http secure-server

|

linecon 0
exec-timeout 0 0
privilege level 15
logging synchronous
line aux 0
exec-timeout 0 0
privilege level 15
line vty 0 4
password cisco
login

!

!

end
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ﬁxa#’;éba\,&a@laﬁq,ie

NVRAM  Jals & 15T wb s o 5l Lo olalsis 55, gai Reload ) g «S ol s
Ja 5o s @ K HILERAM 550 € o Ko RUNNING-CONfig 1, 5 9 claidass . avay Jlaw)
cuwsld S NVRAM ol 5 assme o 3 S5, oad Restart L ,a LRAM Ll el o)
e sSae Startup-config 1, NVRAM 550 clabas oyls o8k

Router# copy running-config startup-config

Destination filename [startup-config]?
Building configuration...

[OK]

Router#

el Write mem |, sis Copy running-config startup-config slas 53 sules 5 sius

(-dany &l 4 a8 sla IOS ) et 6 ) e WE HLaidl] ¢4 S

Router#wr

Building configuration...
[OK]

Router#

25 Backup (I0S 5 olashsss 5) 5 Ky
LG adase 55 4l o&ius o1 IP ety sl TRTP Server slius & g5 cuilS

e Tl 5wl gue |, TETP Server bl aS S L3 us 00 obigias TFTP US55
aib 158, IP LLs )l b TFTP Server 5 55, oy .ax< download

Routers GOPYAFURNINGCORTIGHFED
Address or name of remote host []? 192:68::99

Destination filename [router-confg]?

Copied tftp://192.168.1.99/router-confg
Router#

1S suldiiul H gheus 3 e o TFTP ousl ) pol e b

Routers copy running-config tftp://192.168.1.99/backupconfig

10S s 5 3, sl TRTP 31 o) sine 35 asiS ags oLty s < 10S 5 4l gl

wS S TFTP 5,01, Flash gals
Router# show flash
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-#-  --length-- ----- date/time----- -- path--
1 39801148 May 06 2008 19:50:38 c3825-advsecurityk9-mz.124-15.XZ.bin

13901824 bytes available (50114560 bytes used)
Router#

35 e sl s 58 S e o 5l 5 o sddue suls Las DIN w5y b 42008 10S bl
Sl Feature-set  Lusu s au,Sue pord Bl ol 55585k sC Liulsl, 05 (2324 10S
el plo 1y g0l el sla cullB 1OS (ol «< el Advanced Security Lo Jlie Lo «S o gadine

sl 12.4.15 4OS -l i

K e S SL)Erase L g (s S oS S Delete | gius 5 Flash oS S sl
S o e 9 s sad S 50 [0S Flash o € KL L S ausls aiils aa g5 axias soliie (Flash
s 108 alpie 5 als JB gla oS Sl 5o g ) gius ool 5l el (3 YL 555 G

S aulii) WS as

ﬁAJmJ“JIOSG‘,s%
crudlS 10S 5,1 (515 Gy -ais S ol 1, TFTP S soliial S5, Sl b HusS oS sl
Z‘x_tlsJJ‘&‘JJE\}JJLJJAJ‘JJ‘J;TFTPJJHJ’AU‘JIOS&L’Q

Routers EOPYAfpifIash

G oS sl Cpl ol S o S OIS lsie S0 FTP US55 b astsls TRTP o5 s 50

ials 5L FTP (), Password s Username
Router(config)#
Router(config)#

Router(config)#exit
*02:48:33.703: %SY S-5-CONFIG_I: Configured from console by console

Routers EOPYAipiflash
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Password Recovery s, u;gwm LoL
i |y S sad (3 gel 3 Password o1 Lo« el Slee Password Recovery

S0 Jless @oseas paols Sl J g LS ,1 5 ol 40 (K58 (pusiens 4 LIS (ol 51y padase
Z.ﬁa&fo saldi Gyl Boot LS‘J" 2 d.;b.o :)|

ydae 310l o, ROM baw 3 g sus (55 555
4K Ko 1, Configuration-Register 5,
2l 15, 10S G wis Load NVRAM Jals 1, Configuration st 34,

 w N R

Decompress ‘RAM  ,4,01,10S 5 u<ie LAl 1, 10S Configuration L.l s
L 8 o gdue suls oLlis HEX &) seas «S ) =uls 2 )500 « Configuration-Register

Console o 55 ot yos aus 5o 053 BOOU 5,50 4a 0 54 5l S35, s sdine (odidia Hluie ol

a1 Y6 Configuration o sus 15 5355 Wb sy s g Password s 51 4l sl 5

Configuration 41 ,u « (gl ala 5o 5 =d, Configuration-Register ¢l wbs LIS ol gl

ouas 02142« WL ), Configuration-Register IS cpl (gl il HIS 51 o sdie sl s
S g B sl

S s 5o 0l B aiias suliiaa Control + Break sla wlS 5110S us g oy o
I, 5o confreg 0x2142 | sius b avsl s5iie ROMMON 5 555 ROMMON - 4 15 L 5 sus

S 3wl G a waa 355 S Jie s wilsas 1, Configuration Ll G asS ) sae

S0 pduse s osd Reload 55, G esy 1, Initialize i siws Confreg uss 51 as
Running Config (5,0 1L NVRAM ol sias 5 a3, Enable o550 Guse 0ol YU adlas 50
ass S Ul sel 58 oS s Password a L Enable Secret us o558 o 5 plailadins B axae S
Slaie Gures (Copy running-config startup-config) ac<ee KNVRAM 550 5 sols suis |,
il S 5 0x2102 sae « 1, Configuration-register
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oSlae S 5 4 358 Jal e
(30 ook ) piSae o5, 1, S50
CONTROL+BREAK i, ik oss cpa oo
ROMMON> confreg 0x2142
ROMMON> i

Router> enable

Router# copy startup-config running-config

Router# config terminal

Router(config)# enable secret newpassword

P |N|o|g|r|w| M F

Router(config)# configuration-register 0x2102

10. Router(config)# exit

11. Router# copy running-config startup-config

55 Configuration G s sine alasl (SNVRAM 4 RAM 5111 als 5o 50 5L ol Password
aads il |, Enable Secret g 5 sulws e

L) 9oSae 1 (18 BB sla asadine 3, NVRAM 6 (LG <S50 o o€ ol ol pgo 5
s sdne Merge RAM ol giss b o gine S RAM ¢ LG 355 Lol (55200 Replace

s a Interface s, Config o sws 5 was 355 Lo Shutdown | sty o< sl 3

NO s o,y Lo Interface wl Password ReCOVEry dla yo 5l aas ojla S8 (3,8 i

S Shut

25 | Zandi.ir B85 Bhd i o ool o S

www. Par sBook. Or g




www. Par sBook. O g

() cand) sSansaw 3losia 35901 87 L1

Routing 4 IP olaabss

Gl Sl sla s Gateway . ls sl Gateway o Ko sla s b LLs 1 sl
Jaio 5T 4 L «S ISP 5 IP 5 051 192.168.100.1 L 55, IP 81 .asie Jluay) 5550 sla «Sats
la Packet b oo alis cians 1 4 Default Route <, b sty 192.168.100.254 oyl s

Router(config)+ [piolie0:0:0:010:0:0:0/192/168:100:254

:ua |, routing table () s Show ip route | giws s 53

Router# SHOWNIPIOUTE

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - I1S-IS level-2
ia - IS-1S inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route

Gateway of last resort is 192.168.100.254 to network 0.0.0.0

C 192.168.100.0/24 is directly connected, FastEthernet0/0
S* 0.0.0.0/0 [1/0] via 192.168.100.254

Router#

s ROUte 4t g (sl aainnss YU JBo 5o 4S5 shailan
el Joo s Lo o1 4 FastEthernet0/0 daiul s 35, 4<192.168.100.0 «<i
J:3192.168.100.254 5.k 31 «S (s «Suk 408" b Default Route  ae 44) 0.0.0.0 <
s O gees 5 ol (StALIC) Sl ROUtE ol S font S5 S L sl yea) ol oo yiew o

(.bd.ail JJ‘J
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Syo w Telnet

Telnet <5550 g9 51 mosd Jaos S50 pnilsis (IP aSud b e sml) g0 ol ) <l sl
38 aue suliie) TCP Port 22 51 SSH 5 TCP Port 23 3 Telnet . s < salaid o) s3e SSH
5o S5 oo Jasgay |, s i Clear Text o, sas Telnet «< ol o ;0 SSH G Telnet
59 S0 LS Sa s lean | sad edla s Jlas) gla dion Wl gie wil il s pid LA g,
A salsned (Encryption) K5, 51 SSH «<ils

6‘.)" .AA.:Z-L) AR Password 9 UE s J:JBIP ..\3‘_.'_)3\5_) ‘)BJJQQJ_)STelnet L;‘_)A

paiSae (a0 gy By ya0

S ol oy Kas (sla St 4 4S5 g 0 5 prase palaidl S, G IP St
G Ra ioand 0 IP 0 (alaial g 5) 00 S biae i siws B priSae suldinl IP Route
(..\.‘;LSCPJH.AQ@L.AAHP JSJJ‘L)

S (a3 Enable Secret 55, gl 2

aliy L Telnet ol ausly oo <5 3y 525 Telnet Password 555 sl K55 50 50 3
P e aalge 55
(-aiSes suliial Linux L Windows s Telnet | sis 51 5555 4 gauS Telnet 1)

Password required, but none set
:Telnet o ynds Password abass ol 4

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)

Router(config-line)

Router(config-line)

Router(config-line)#exit

Router(config)#exit

Router#

s sedne 4l 5o LOGIN 4adin U 55, Telnet L Yl

User Access Verification

Password:
Router>
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sIn-Band Management sl x5, ), Auxiliary 4 Console S 33 S o gae Ms
.axeliss Out-of-Band Management |, SSH , Telnet

1S solann ol sine AUX 4 Console s Password S (gl Ghisn et

Router(config)#line con 0
Router(config-line)#password ciscoconsolepass
Router(config-line)#login
Router(config-line)#exit

Router(config)#line aux 0
Router(config-line)#password ciscoauxpass
Router(config-line)#login
Router(config-line)#exit

Router(config)#exit

Router#

S50 a5 3 sdue saves y USEr-MOdE a4 5,5 al&ia 5o u) gewy (ol &€ ol S35 a3y
rolaalass S Gas sl .l 3L Enable Secret « Privilege-mode «

Router# SROW/FUR

Building configuration...

Current configuration : 1236 bytes
!

version 12.4

no service password-encryption

|

énable secret 5 $1SWAXKk$CAWDTVACI34KZ202zvnne.
!

interface FastEthernet0/0

ip address 192.168.100.1 255.255.255.0

|

line con 0

password ciscoconsolepass
login

line aux 0

password ciscoauxpass
login

line vty 0 4

password ciscol23
login

!

!

end
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(Jo! cranad) sSasses (Slosia (55 9]

87 3

e 5 waws oLas Clear-text Soseas 5l 0 s ) e wlalil 50 4S ) shailas

GSecret il ol sule Hlicws o,ls Slaaliss 4 o yiews 4 aS (gl ) s (o Slay O sa

S ai, &I gl 5 el Enable Secret ;o MDS  clis gad Sl aS suel sud (5 K0, &y ps

Diwn ) ai el suls o LES g3 o sas CONfiguration [a La Password «< sl gl el 46,k

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config) SEIVIGEpASSWORGEENCIyPON

Router(config)#exit
Router

‘azusi.a suldigl )3)

*Mar 1 00:20:06.035: %SYS-5-CONFIG_I: Configured from console by console

Building configuration...
Current configuration : 1281 bytes
I

version 12.4

service timestamps debug datetime msec
service timestamps log datetime msec
service password-encryption

|

interface FastEthernet0/0

ip address 192.168.100.1 255.255.255.0
|

enable secret 5 $1$WAXKk$CAWDTVACI34KZ202zvnne.

|
linecon 0

password 7 02050D4808090C2E425D0615000713181F
login

line aux 0

password 7 0822455D0A1604020A1B0D1739
login

line vty 04

password 7 030752180500702E1D

login

!

!

end
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S8 Osos w8 ulasl

ol gieas ba S (Sl T 55 sm 5 208 S5 i a3

Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#{iSEffiame testpassWordHest

2208 (et s Y JlBe 5 0 S By 528 s yiens Alae Fohais b 58 Gaiy ()l sie
59 Wb ewwa Privilege-mode o wil gise wilas |, SECTEt 4S5, s Hu g sl USEr-mode s o

aiSae A pad e o ins mas b 60,8 ) Jle

Router(config)#{iSiame admin privilege 15 passwiord admini2s

el 51 Telnet Gaob Ol o8 ad Jua s ley s an s S5 4 4S (nl (5l g
2aaiSae Jae 4 K Gl (oS suliial (s S ailais 43 0 «<) Telnet password slas ol 5,8

Router(config)
Router(config-line)
Router(config-line)#exit
1p2iSae Gladel upes
Command Prompt>telnet 192.168.100.1

User Access Verification

Username: test
Password: test
Router>

Command Prompt>telnet 192.168.100.1

User Access Verification

Username: admin
Password: admin123

Osa aolu Secret « s 5 am uly privilege buas joadmin L€ o el ol o 5l

Ons Lad 5595 Cn e le)y 5o S asals ol s 15 Privilege 15 oo s mhaws (8535 (yley o
S 008 s o Slae ool AAA Authorization b s wb s w,ls c0s3 10S o S Jae &) s

w23lsge O 4 lans
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(Jo) cracd) Searen Slase (55 9ol 87 L3

230 (5153 DNS iy 5a3

Telnet AP o)1 & 5o cas 3555 aiS (il (55 500 g (s o JAl 1L IP S 335

Router#

Router# 10NN

Trying 10.1.1.1 ...
% Connection timed out; remote host not responding

O Il 5355 S uyl s 1, (CisCo.example.com Mas IP slay) s L FQDN & S
alis g S Telnet o1 4 Gupes 5 (00 JI5w DNS 5l) 808 Jas IP a1 ol 0T 6 wiSee
ﬁ@&bd@m‘)ﬁ))&hdj‘ﬁj)&‘xDNs

Iy el (pol) FODN L 55 61858 B aaa S s 3555 518 sooew DNS 50 L Jlis o
S 00liial DNS 0l 5P o4 aal s 55 515 5355 asa S Traceroute L Ping

é@"JQ‘\)J:MJJSJJLf)‘SOLQbJJ‘S(éMTJ%%HLQJ.Z(S‘J%L&.A)OGJ“}‘g;‘:.x’;
Q)}@@%J&STelnet uﬁubm‘uTuA@wFQDN ‘ALS‘S:_.L')‘MJSJJJ&JJS%B

ol el 59 A sl (A s e ol sl S el (gl wiSe BB (g0l e

as9S Telnet P90 8y Mo o) s padin 15 355 Jals 5 ga S Telnet 1
xS Telnet ¢ Koo s 1P 4 555, 5 awsl s

Router(config)
Router(config-line)
JQS;\.AJU.:&)H):JJQ‘)JJAO&JA“s:\ASCJm‘):JJG‘)e‘JDNS Jla.sLéL.u\&S.&llf 2

1€ Joas IP o 1 Laad

Router(config)#fioNipidomainIookp
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suls NAT S5
u‘\)ﬂ‘)d)ﬁ)‘d\)‘.ﬁlPUbllC IP &:g#Sd_\?\,.:,PaCket @Lﬂ@%‘b&i‘(s‘x
NAT J‘ %LJGJ&%PUb“C LSLAIP J‘A’S J‘@S&JJJS J‘A’J JJ‘J.A:)‘ (5\)‘.3.“.;:: L)

S soldnl

0 OnlS Jlail ciga 3s,  sad suls Galaial PUbliC P 51 ol sise NAT dlacal

Ol St 4 S0 a3l 5l Jum g @SBl G e 51 35 @8l 5o oS suliial s T
ool b sl @ Jlal glel 5oty st 58 usel 5 @8l 1 OIS sl 3 50 Guy

3 oS aamas 5as IS Gusal 1) walle Gussl Glsa @iliye gle) ss 5 89S s se Public

ol s s oleaal alasl 4 Lo 555 5o WS 5 suss a0 sy Ol £ 535

Sab cuial Ho 5 sl 586K (sla sulann) Network Address Translation L NAT
STAUtOMALIC o) gm0 1, 80,8 L g suiieu 3 sl Gusyal e o5 ol S @ ol 51 La Firewall

S daa 5 Glsie S 4 S5 e b P 51POOT S (500

JL. ) FastEthernet0/0 s =a 3wl o FastEthernetO/1 5 Il ) sla s 5o JBa o

e NAT

paiSee padidie 1y w3l Gad NAT o3l o« 2y IP Range fawl 1

Router(config)# AGCESSIiSTIpErmit 192/168:100/010:010:255

awSan sulel Jaks it 615 15, NAT 5 a1, FastEthernet0/1 G ,o1 2

Router(config)# interface Ethernet0/1
Router(config-if)# ip address 192.168.100.1 255.255.255.0

Router(config-if)# ipRatinside

oaiSae sulal 4t 0l 51 oA g 15, NAT 5 a1, FastEthernet0/0 (. ,ol 3

Router(config)# interface Ethernet0/0
Router(config-if)# ip address 123.234.0.2 255.255.0.0

Router(config-if)# ipinatoutside

:axSee NAT FastEthernet0/0 L. ,ol « 1, Range o NAT | sivs bas 5 e 4

Router(config)# ipiiatinsideisourcelistainterface Ethemeto/0/overoad
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aiSae 50 ) olabs Js

interface FastEthernet0/0
ip address 123.234.0.2 255.255.0.0

Ip nat outside
|

interface FastEthernet0/1

ip address 192.168.100.1 255.255.255.0
Ip nat inside

1

ip route 0.0.0.0 0.0.0.0 123.234.0.1

!

!

ip nat inside source list 1 interface FastEthernet0/0 overload

I
access-list 1 permit 192.168.100.0 0.0.0.255

!ﬁﬁf.@hd&h‘_&:})ﬁ‘ud_}‘am ‘z‘.;.s‘ ‘LAAJ:JNAT JJSlA‘Q‘Af‘ACS‘J?
Router# Show/ip nat translations

Router# GlEaRipIat ifansIations
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NAT on a Stick

s s Ssadnside sl Interface < ol ool Hliw <€ NAT (o S adlis G a0
& SaxS 4n anials Interface < SVl . as 4 5o opl 4ea 5 gl IP Nat | sis S 5 OUtside
Taws Sue NAT 0N Stick Ja sl oy

interface FastEthernet 0/0
ip address 123.234.0.2 255.255.255.0

ip nat outside

ip nat inside source list 1 interface FastEthernet0/0 overload
I

access-list 1 permit 192.168.100.0 0.0.0.255
!

34 | Zandi.ir (S 3ad b g ool o S

www. Par sBook. Or g



